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On 10 January 2019, the Advocate General of the CJEU delivered his opinion on a new 
controversial case on the right to be forgotten online (RBF).1 In its previous judgment on 
the Google Spain case, the Court ruled that, through the RBF, individuals can request 
search engines to de-reference information about them, which appears following a 
search for their names, when the search results include information that is “inadequate, 
irrelevant or no longer relevant, or excessive”.2 

This time, the core issue at stake is specifically the interpretation of the territorial 
scope of this right. Just as in the abovementioned landmark judgment, the case being 
analysed is between a national data protection authority, the French Commission Natio-
nale de l’Informatique et des Libertés (CNIL), and the most widely used internet search en-
gine, Google. Whereas the CNIL ordered the US company to de-reference the relevant 
pages on all extensions of its search engine domain name, Google removed only search 
results from the domain name extensions corresponding to EU Member States, such as 
google.fr, google.it, google.de. The quarrel escalated into a dispute before the Conseil 
d’État which, in turn, on 29 September 2017, submitted a request for a preliminary ruling 
to the Court of Justice. Essentially, the French highest administrative Court asked whether 
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a search engine is required to apply de-listing on all domain names, irrespective of the 
place from which the search, based on the requester’s name, is carried out. 

In the view of the Advocate General, a search engine operator is not required to 
implement a request for de-listing of personal information on all extensions of its do-
main name and “[s]earch requests made outside the territory of the [EU] should not be 
subject to de-referencing of the search results”.3 

Preventing worldwide erasure solves several practical, political and legal issues aris-
ing from the need to strike a fair balance between the individuals privacy and data pro-
tection rights on the one hand, and the freedom of expression rights for both the web 
publishers and the public on the other hand.4 In particular, the Advocate General fears 
that extraterritorial de-referencing, ruled by a data protection authority (DPA) within the 
EU, could represent a dangerous precedent for other third States’ authorities.5 Follow-
ing the EU example, they could also order global erasure under their own national pri-
vacy laws with the consequence of generating internet censorship. Interestingly, just 
after the judgment in the case Google Spain, a law on the RBF entered into force also in 
Russia.6 The fear the Advocate General had could now materialize as this law is being 
challenged before the Russian Constitutional Court, since it could restrict the free flow 
of information online in the context of articles on hate crimes that have been removed 
from Google search results.7 

The other side of the coin relates to the effectiveness of the RBF. The recommend-
ed solution is not consistent with the tendency of DPAs to impose measures with extra-
territorial scope in order to provide data subjects with effective and complete protec-
tion. As a matter of fact, when de-referencing is limited to EU domains, internet users 
are still able to access the de-referenced pages by carrying out the search using a non-
European extension. Also the IP address geo-localization mechanism proposed by the 
Advocate General, which varies the protection according to the geographical location of 
the internet user, is actually ineffective as the de-referenced data remains accessible to 
all users outside Europe. as well as to those using a foreign IP address. 

What seems to be hardly imaginable, is that the RBF can have a geographically lim-
ited implementation in the internet which is by its nature worldwide. As clarified in the 
guidelines adopted by all European DPAs, data subjects are effectively protected against 
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the impact of the universal dissemination and accessibility of personal information of-
fered by search engines only when the de-referencing measure affects the whole pro-
cessing operation carried out by the search engine.8 On these grounds, in December 
2017 the Italian DPA ordered a worldwide de-listing to effectively protect an Italian citi-
zen resident outside the EU.9 In the same year, the Supreme Court of Canada clarified 
that as “the internet has no borders – its natural habitat is global, [i]f [its] injunction 
were restricted to Canada alone or to google.ca, the remedy would be deprived of its 
intended ability to prevent irreparable harm”.10 

In conclusion, the Advocate General tried to set territorial borders in the internet, 
considering both its growing impact on individuals’ private lives and its important con-
tribution to the public debate. Now, the delicate question on whether, and to which ex-
tent cyberspace can really be subject to the traditional exercise of State sovereignty is in 
the hands of the Court.11 In our opinion, long-term effective solutions should consider 
the peculiar characteristics of such an open and intangible space. 
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