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ABSTRACT: The use of Al in security contexts demands rigorous scrutiny and accountability, intersect-
ing multiple layers of regulation. While current discussions on Al transparency often focus on per-
sonal data protection and the Artificial Intelligence Act (Al Act), this Article explores how the Al Act,
and the Law Enforcement Directive (LED, 2016/680) can be read together to enhance transparency.
Using case studies such as Clearview Al, SyRi, and BriefCam, the Article argues that when considered
in parallel, these frameworks can offer crucial safeguards against the individual and societal risks
posed by Al tools. However, the structural limitations of these regulations, coupled with the practices
of key actors, create challenges that may impede their full implementation. By critically analysing
both the legislative frameworks and practical examples, the Article demonstrates that, in the absence
of insider disclosures and public revelations, these regulations risk failing to enable meaningful pub-
lic scrutiny, especially in sensitive contexts like national security and predictive policing. The Article
identifies significant gaps, including the need for best practices in LED implementation, harmonized
regulations across security stakeholders, and most importantly the pressing need for robust rights
to information and access, especially when fair administration and fair trials are at stake.
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I. INTRODUCTION

In 2021, an article in The New York Times highlighted the Clearview Al', a facial recogni-
tion software company in New York that built a massive database by scraping over three
billion images from social media platforms like Facebook, YouTube, and Venmo, along-
side millions of other websites. These images, along with their associated metadata (e.g.,
URLs, geo-location, and sometimes names), were used to identify individuals when their
picture is uploaded into the system.? The company has supplied its technology to over
600 law enforcement agencies, conferring a significant endowment of power to “watch-
ers over the watched”? without public scrutiny.

Soon after, news emerged in Europe that Clearview Al had been demonstrated to
several European law enforcement agencies during a meeting at Europol's headquar-
ters.* Upon the individual complaints, the data protection authorities in France>, Italy®,
Greece’, Austria® imposed fines Clearview Al for breaching the General Data Protection
Regulation (GDPR) provisions.® Despite these actions, Clearview is still in business and is
“continuously growing and proudly serving its law enforcement and government custom-
ers”."%ltis not unlikely that it may still be indirectly collecting data from European citizens.

T K Hill, The Secretive Company that Might End Privacy as We Know It' (2 November 2021) The New
York Times www.nytimes.com.

2The search engine shows all the matching scraped photos along with the links to the sites revealing
further information about the person, see C Jassarend, ‘Clearview Al: lllegally Collecting and Selling Our
Faces in Total Impunity? (Part 1) (28 April 2022) KU Leuven CiTiP www.law.kuleuven.be.

3 W Hartzog, E Selinger, and ] Gunawan, ‘Privacy Nicks: How the Law Normalizes Surveillance’ (2024)
Washington University Law Review 717, 737.

4R Mac, C Haskins and L McDonald, ‘Clearview's Facial Recognition App Has Been Used by The Justice
Department, ICE, Macy's, Walmart, And the NBA' (25 August 2021) Buzzfeed News www.buzzfeednews.com.

5 CNIL, Délibération de la formation restreinte n® SAN-2022-019 du 17 octobre 2022 concernant la
société CLEARVIEW Al www.legifrance.gouv.fr.

6 Garante per la protezione dei dati personali, Ordinanza ingiunzione nei confronti di Clearview Al - 10
febbraio 2022 Registro dei provvedimenti n. 50 www.garanteprivacy.it.

7 For the summary of the Hellenic DPA’s decision, see European Data Protection Board, Hellenic DPA
fines Clearview Al 20 million euros www.edpb.europa.eu, and for the original decision see Hellenic Data
Protection Authority Decision No 35/2022 EmtBoAr mpootipou otnv etatpeia Clearview Al Inc of 13 July
2022 www.dpa.gr.

8 DSB, UnrechtmaRige Verarbeitung biometrischer personenbezogener Daten durch Clearview Al, Inc.,
of 25 May 2023 D130.703 (2022-0.277.156) www.dsb.gv.at.

° The fines were imposed mainly for violating lawfulness of processing of personal data (art. 6), not
fulfilling the information obligations (art. 12) and not respecting the right of access (art. 15) and right to
erasure (art.17) of individuals. See Regulation (EU) 2016/679 of the European Parliament and of the Council
of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and
on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation),
art. 12, art. 15 and art. 17.

10 See the Clearview Al webpage www.clearview.ai. By the time of the submission of this Article, the
Clearview Al webpage still indicated the same answer.


https://www.nytimes.com/2020/01/18/technology/clearview-privacy-facial-recognition.html
https://www.law.kuleuven.be/citip/blog/clearview-ai-illegally-collecting-and-selling-our-faces-in-total-impunity-part-i/
https://www.buzzfeednews.com/article/ryanmac/clearview-ai-fbi-ice-global-law-enforcement
https://www.legifrance.gouv.fr/cnil/id/CNILTEXT000046444859?isSuggest=true
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9751362
https://www.edpb.europa.eu/news/national-news/2022/hellenic-dpa-fines-clearview-ai-20-million-euros_en
https://www.dpa.gr/el/enimerwtiko/prakseisArxis/epiboli-prostimoy-stin-etaireia-clearview-ai-inc
https://www.dsb.gv.at/newsletter/dsb-newsletter-3-2023.htm
https://www.clearview.ai/faq
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Clearview Al's operations highlight key issues surrounding the intersection of Al tech-
nologies, data protection regulations, and law enforcement practices. On one hand, per-
sonal data protection frameworks such as the GDPR serve as a crucial safeguard against
the misuse of technologies like facial recognition. On the other hand, the effectiveness of
these frameworks is often contingent on individual awareness and the ability to exercise
rights such as the right to information and the right of access. Had the media not alerted
the public, Clearview Al could have continued to expand its database through public and
private partnerships, largely unnoticed. This leads to the question: To what extent do
personal data protection regulations, specifically the Law Enforcement Directive (LED),
inform individuals and the public about the use of Al tools in the security context?

Clearview Al is not the only private company targeting law enforcement as a key cus-
tomer; other companies such as Securus, Amazon, and Palantir also provide advanced an-
alytics tools that significantly enhance law enforcement capabilities. This growing reliance
on private Al technologies underscores the need for legal frameworks that effectively coun-
terbalance the increased power of “watchers” empowered by these technologies. In this
context, transparency has become a central issue in Al debates. Much of the discussion on
transparency has focused on how to apply the right to information and the right of access
the black-box Al tools™ or on the potential conflict between the intellectual property rights
and transparency obligations.'? However, the difficulty of accessing information goes be-
yond the mere wording of the regulations. Practical obstacles, stemming from the actions
of various actors or structural challenges, can impede the effective exercise of rights to in-
formation and access, thus obstructing transparency in the deployment of Al tools by com-
petent authorities. Therefore, this Article will examine the fragmentation within the security
context and explore how security agencies respond to data protection regulations, focusing
on the operational challenges that hinder transparency in practice.’3

Specifically, the second part will assess the extent to which existing frameworks, such
as the Law Enforcement Directive, ensure transparency in the use of Al tools within law

11 See S Wachter, B Mittelstadt and C Russell, ‘Counterfactual Explanations Without Opening the Black
Box: Automated Decisions and the GDPR' (2017) Harvard Journal of Law and Technology 841; L Edwards
and M Veale, ‘Slave to the Algorithm? Why a “Right to Explanation” is Probably Not the Remedy You are
Looking For' (2017) Duke Law and Technology Review 18; AD Selbst and | Powles, ‘Meaningful Information
and the Right to Explanation’ (2017) International Data Privacy Law 233.

2. G Malgieri, Trade Secrets v. Personal Data: A Possible Solution for Balancing Rights’ (2016) Interna-
tional Data Privacy Law 102, 115; S Wachter and B Mittelstadt, “A Right to Reasonable Inferences: Re-Think-
ing Data Protection Law in the Age of Big Data and Al” (2019) Columbia Business Law Review 494-620; UM
Mylly, Transparent Al? Navigating Between Rules on Trade Secrets and Access to Information’ (2023) 54 1IC-
International Review of Intellectual Property and Competition Law 1013; G Spina Ali and R Yu, ‘Artificial
Intelligence between Transparency and Secrecy: from the EC Whitepaper to the AIA and Beyond' (28 De-
cember 2021) European Journal of Law and Technology ejlt.org.

'3 For an operational and structural reading of transparency, see also S Heikkonen, ‘Transparency Ma-
terialised: How Registers Can Regulate Access to Documents? (2024) European Law Open 111, 116.


https://ejlt.org/index.php/ejlt/article/view/754
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enforcement, and whether the fragmentation of responsibilities and practices under-
mines individuals' ability to effectively exercise their rights.

Moreover, the necessity for transparency in the face of emerging technologies is not
solely a matter of individual rights but is fundamentally tied to broader societal values
such as democracy, freedom, and human flourishing. The “beating heart” of personal
data protection laws'* lies the principle of individual self-determination. In this frame-
work, the right to information and the right of access are designed to individualist ends
and control over personal data. Yet, the practical reality reveals the complexity, if not the
impossibility, of ensuring meaningful control over Al systems when such responsibility is
placed entirely on individuals. To alleviate this, the recently enacted Artificial Intelligence
Act (Al Act) introduces mechanisms for greater transparency, establishing accountability
for Al providers and users, rather than burdening individuals with oversight. The final
section of this Article answers to the main question of this Article: Does the Al Act bridge
the gap in establishing public scrutiny by expanding the individual scope of data protec-
tion rights to include information and access, particularly in the security context?

Accordingly, Part | of this Article introduces the personal data protection framework,
focusing on the right to information and the right of access. This section examines how
these rights serve as a first layer of transparency regarding Al technologies in the security
context. Part Il highlights the gap between theory and practice, exploring the challenges
in exercising the right to access within the fragmented security context. It evaluates how
different actors, each with their own obligations, contribute to these challenges. Addi-
tionally, this section traces the responses of law enforcement authorities when providing
information or responding to access requests, shedding light on the practical obstacles’
individuals face. Part Ill investigates the complementary role of the Al Act in enhancing
transparency, focusing on its impact on the accountability of various actors in the Al
lifecycle. It critically examines whether the Al Act, in conjunction with the Law Enforce-
ment Directive (LED), succeeds in revealing Al systems. It particularly interrogates
whether these two regulations together reveal the “unseen depths of the iceberg”,
thereby providing the public with the necessary information to fully understand and crit-
ically evaluate Al applications, particularly in the sensitive context of law enforcement.

IT. THE RIGHT TO INFORMATION AND ACCESS TO PERSONAL DATA: SEEING THE
TTP OF THE ICEBERG

11.1. THE RIGHT TO INFORMATION

“It's exhausting to go back and forward to different government agencies to find out what
data is stored about me”, said Frank van der Linde, a Dutch political activist who has spent

4 DJ Solove and W Hartzog, ‘Kafka in the Age of Al and the Futility of Privacy as Control’ (2024) BULRev
1021, 1029.
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five years to learn exactly what information the police kept on about him. “On paper,
government agencies should be transparent, but in reality, it's almost impossible to find
out what data is stored”, he reiterates as the summary of these years.'

Despite having no criminal records, van der Linde was under surveillance by the
Dutch police. After several access requests to the police, he learned that his personal
information had been sent to Europol, and he was wrongfully listed as a potential terror-
ist suspect. Due to the unwillingness of the police to share all the data they hold about
him; he demanded the access to police data base by an independent external institu-
tion."® He sought also access to data held by EUROPOL. In June 2020, in return, EUROPOL
answered to his request by stating “there are no data concerning you at Europol to which
you are entitled to have access”. To exercise his right of access to personal data, and to
rectify it, van der Linde contested this time against Europol before the European Data
Protection Supervisor (EDPS)."”

Without a doubt, as it was in the case of van der Linde and many others, the right to
be informed about personal data processing is one of the key data protection rights that
initiates the application of the other rights; such as the right of access the personal data;
to rectify it, to have it erased, and to make a resort to legal remedies.’® It is the start of a
process to learn more about the general measures and tools employed towards citizens,
and the reasons underlying personal data processing. Even if the information given might
reveal only the tip of the iceberg, it gives a hint to search for what is beneath.

Particularly in the security context, the most relevant tool to allow transparency (to the
feasible extent) is the Law Enforcement Directive. It instructs the competent authorities to
at least make available the purposes underlying data processing, the identity and contact
details of the data controller, data protection officer, and supervisory authority, so that af-
fected people would know whom to turn to for exercising their rights regarding personal
data protection. Even if they are described in the text, the data controllers must remind the
individuals the existence of their rights.’® Unless it obstructs an investigation or prejudices

15 R Lanneau, ‘Public hearing at Dutch court over police surveillance of activist’ (30 January 2023) State-
watch www.statewatch.org and R Lanneau, “Call them crazy”: Criminalisation of activists undermines rule
of law in the EU’, (28 March 2023) Statewatch www.statewatch.org.

"6 Ibid.

7 Ibid.; Decision of the European Data Protection Supervisor in complaint case 2020 — 0908 against
the European Union Agency for Law Enforcement Cooperation (Europol) of 8 September 2022 edri.org.

'8 C Jasserand, ‘Law Enforcement Access to Personal Data Originally Collected by Private Parties: Miss-
ing Data Subjects’ Safeguards in Directive 2016/680?' (2018) Computer Law and Security Review 154, 162.

9 According to the Directive 2016/680/EU of the European Parliament and of the Council of 27 April
2016 on the protection of natural persons with regard to the processing of personal data by competent
authorities for the purposes of the prevention, investigation, detection or prosecution of criminal offences
or the execution of criminal penalties, and on the free movement of such data, and repealing Council
Framework Decision 2008/977/JHA (LED), art. 13 (1), the individuals must be informed of their right to re-
quest from the controller access to and rectification or erasure of personal data and restriction of pro-
cessing of the personal data concerning the data subject.


https://www.statewatch.org/news/2023/january/public-hearing-at-dutch-court-over-police-surveillance-of-activist/
https://www.statewatch.org/analyses/2023/call-them-crazy-criminalisation-of-activists-undermines-rule-of-law-in-the-eu/
https://edri.org/wp-content/uploads/2022/09/22-09-08_EDPS-Decision_2020-0908_redacted.pdf
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the prevention of criminal offences, ideally the competent authorities should also inform
the legal basis for their data processing and how long they will be storing the personal
data.?® The duty to share such information does not concern a certain data subject but
targets all data subjects who may be impacted by a certain processing procedure.?’
Nevertheless, transparency about data processing in the law enforcement context
“does not in itself prevent the law enforcement authorities from carrying out activities such
as covert investigations or video surveillance”.?? At the same time, the paradox of the secret
surveillance tools is that unless there is a notification mechanism after their use, the sub-
jects of surveillance would never become aware of the process. It would overall decrease
the chances of a possible public scrutiny over the surveillance tools. Van der Linde is not
the only example, where over-surveillance occurred due to a false-labelling citizens to fit
under the category of "extremist”, or “terrorist”.?3 In that regard, whether LED establishes a
duty of notification to the people who were impacted by surveillance is an important ques-
tion. LED does not explicitly oblige police authorities to inform data subjects about the on-
going or terminated surveillance activities.?* However, it generally refers to providing fur-
ther information, when the personal data are collected without the knowledge of the data
subject.? The relevant European Court of Justice (ECJ) and European Court of Human Rights
(ECtHR) judgments are important source of guidance to assess the necessity of such duty
of natification. The ECtHR confirms as a rule that “the person concerned must be informed
after the termination of the surveillance measures as soon as notification can be made
without jeopardizing the purpose of the restriction”. At the same time, the subsequent no-
tification to each individual affected by a suspended measure might well endanger the long-

20 jbjd. art. 13(2) and 13(3).

21 P Vogiatzoglou and T Marquenie, ‘Assessment of the implementation of the Law Enforcement Di-
rective’ (2022) European Union Publications Office 55. Therefore, Recital 42 of the Directive 2016/680 (LED)
cit. proposes such information to be provided on the website of the competent authority.

22 Recital 26 Directive 2016/680 (LED) cit.; also see C Kuner, LA Bygrave, C Docksey, L Drechsler, and L
Tosoni, The EU General Data Protection Regulation: A Commentary/Update of Selected Articles (OUP 2021) 418.

23 As another outstanding example, thousands of activists, green party members, and anti-war cam-
paigners have been traced and recorded via three national police units as “domestic extremists” in the UK
without having committed a crime, see P Lewis, R Evans and M Taylor, ‘Police in £9m scheme to log “do-
mestic extremists™ (25 October 2009) The Guardian www.theguardian.com, and for the more recent leaked
documents on the government proposal for new definition of domestic extremism, see ] Ungoed-Thomas
and M Townsend, ‘Revealed: plan to brand anyone “undermining” UK as extremist’ (4 November 2023) The
Guardian www.theguardian.com.

2 In comparison, the Council of Europe’s Recommendation on the use of personal data in the police
sector, Committee of Ministers of the Council of Europe, Recommendation Rec(1987)15 on regulating the
use of personal data in police sector 17 September 1987, states that the individual should be “informed
that information is held about him as soon as the object of the police activities is no longer likely to be
prejudiced”, C Jasserand, ‘Law Enforcement Access to Personal Data Originally Collected by Private Parties:
Missing Data Subjects’ Safeguards in Directive 2016/6807 cit. 162.

2> Art. 13/2 (d) Directive 2016/680 (LED) cit.


https://www.theguardian.com/uk/2009/oct/25/police-domestic-extremists-database
https://www.theguardian.com/uk-news/2023/nov/04/plans-to-redefine-extremism-would-include-undermining-uk-values
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term purpose behind the surveillance.?® This however, shall not be read as a carte blanche
never to notify individuals.?” Otherwise, if never notified, data subjects cannot seek redress
for interferences with their rights during surveillance (unless they are prosecuted and the
relevant information is shared during a process).?®

Nonetheless, in van der Lande case and in other similar cases, the notification was
not what triggered the subjects to learn about the means used to monitor the person or
about collected personal data. In most cases, it was via resorting to their right to access,
people exposed to police surveillance received (sometimes) a hint about their data being
recorded.??

11.2. THE RIGHT OF ACCESS

People whose data are processed under security measures need to be offered direct in-
formation tailored to their situation, thereby they can supervise the lawfulness of the
process. Therefore, access rights enable data subjects to have a direct impact on the life
cycle of personal data processing. The more complex data processing becomes due to Al
technologies, the more responsibility data controllers have to provide better and more
understandable information for the data subjects.3°

The right of access is even more relevant in the context of “the potential life-altering
decisions that may result from security-related processing”.3' Particularly, excessive collec-
tion and processing of personal data by law enforcement can undermine the principle of
proportionality, whereas the lack of oversight and inaccurate information can give rise to
wrongful arrests and convictions.?? Or else, if there is no oversight, a false match by an

26 ECtHR Klass and Others v Germany App n. 5029/71 [6 September 1978], para. 58. If there is no notifi-
cation, there must be at least several other safeguards in law for secret surveillance. In that regard, the
ECtHR evaluates the concerning G10 law by stressing that it ensures that measures are not ordered hap-
hazardly and only for serious crimes. The G10 also lays down strict conditions on the processing of the
information such as imposing a time limit for a maximum of three months, review of the necessity of the
measures, and destruction of the obtained documents as soon as they are no longer needed to achieve
the required purpose, see Klass and Others v Germany cit. paras 51, 52.

27 ECtHR Ekimdzhiev and Others v Bulgaria App n 70078/12 [11 January 2022].

28 P de Hert and F Boehm, ‘Notification, an Important Safeguard against the Improper Use of Surveil-
lance - Finally Recognized in Case Law and EU Law’ (2012) European Journal of Law and Technology 346
www.researchgate.net.

2% See for example a 94-year-old man John Catt, having learned his information was being held after
having made a subject access request to the police, C Duncan, ‘94-year-old peaceful protester wins eight-
year legal battle to be removed from police ‘extremism database’ (24 January 2019) Independent www.in-
dependent.co.uk.

30 European Data Protection Supervisor, Opinion 7/2015: Meeting the Challenges of Big Data. A Call for
Transparency, User Control, Data Protection by Design and Accountability (EDPS 2015) edps.europa.eu, 10.

31 K Quezada-Tavarez, ‘Impact of the Right of Access on the Balance Between Security and Fundamental
Rights: Informational Power as a Tool to Watch the Watchers' (2021) European Data Protection Law Review 59, 71.

32 Ibid.


https://www.researchgate.net/publication/292105126_The_Rights_of_Notification_after_Surveillance_is_over_Ready_for_Recognition
https://www.independent.co.uk/news/uk/home-news/john-catt-peaceful-protester-police-extremism-database-brighton-human-rights-a8744736.html
https://www.independent.co.uk/news/uk/home-news/john-catt-peaceful-protester-police-extremism-database-brighton-human-rights-a8744736.html
https://edps.europa.eu/sites/default/files/publication/15-11-19_big_data_en.pdf
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intrusive technology such as facial recognition can give a basis for a wrongful suspicion to
stop, search and detain a person.3

In the LED system, due to the context of crime prevention and detection, there is no
obligation to explicitly inform the public beforehand of the possible technologies to be
used and their potential impact on the processing of personal data. Hence, it is most
likely that after their targeted use, affected individuals can learn more personalized in-
formation about ongoing data processing activities concerning them by exercising their
right of access.3

Thanks to LED, a person whose personal data might have been processed, can ask a
law enforcement agency (LEA) for example, a confirmation as to whether or not personal
data concerning them are being processed; and if so, to access to several categories of
information.3 The origin of data is among the information to be provided and a crucial
resource that reveals who holds information about the data subject. A false information
or category can trigger a wrong profile on the person. Hence, it is crucial to know the
source of the information and with whom it was shared.3¢

On the other hand, knowing about the data and its resources does not mean per se
being able to understand the Al system that is employed to obtain relevant personal data.
In that regard, the LED does not openly guarantee a right to learn about “the existence of
automated decision-making, including profiling”, “meaningful information about the logic
involved”, as well as “the significance and the envisaged consequences of such processing
for the data subject”.3” Nonetheless, the police departments employ increasingly more
profiling technologies, which analyse or predict the behavioural patterns, characteristics,
commitments and life styles of individuals. Analysing data from disparate sources be-
comes a recurrent means professedly to anticipate and respond effectively to future
crime. As some of the numerous examples, the Durham Constabulary in conjunction with
the University of Cambridge developed a “Harm Assessment Risk Tool” (HART) to assess

33 7) Benedict, The Computer Got It Wrong: Facial Recognition Technology and Establishing Probable
Cause to Arrest’ (2022) Washington and Lee Law Review 849, 851.

34 Art. 13(2) and art 14 Directive 2016/680 (LED) cit. allow individuals to exercise their access rights.

35 Such information includes the purposes of the processing operation, the categories of data con-
cerned, and the recipients or categories of recipients to whom the data are disclosed; data undergoing
processing and their origin, see art. 14/1 Directive 2016/680 (LED) cit.

36 However, there is a large set of exceptions to restrict the individuals from seeing a full list of those
who received their data. Art. 3(10) LED cit. excludes from the definition of recipients, public authorities that
are entitled to receive data for particular inquiries in the general interest. For example, if tax or customs
authorities receive personal data regarding the data subjects, then the data subject may not access this
information. Excluding information regarding such a broad category of recipients seems difficult to justify,
see D Dimitrova and P de Hert, ‘The Right of Access Under the Police Directive: Small Steps Forward’, in M
Medina, A Mitrakas, K Rannenberg, E Schweighofer and N Tsouroulas (eds), Privacy Technologies and Policy
(Springer 2018) 111, 119.

37 Unlike LED, these rights are explicitly foreseen in the GDPR following arts 13(2) (f), 14/ (2) (g), and
15(1) (h) Regulation 2016/679 cit.
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risk of future offending in the UK38, while Hessendata, a surveillance software developed
by the US company Palantir allowed Hessen police to analyse large amounts of data and
establish connections between people, organizations, or incidents in different regions3°.
However, the information on Hessendata tool, nor similar tools were not revealed or
challenged via data access requests. The actual revelations occurred when brought to the
attention of the courts by the coordination NGOs or civil right organisations, die Gesell-
schaft fur Freiheitsrechte being the one challenging Hessendata.*°

The LED acknowledges in some cases that even the mere revelation that certain data
are held in a police database might jeopardize ongoing investigations against a suspect,
let alone logic and impact of automated decision-making tools. In these instances,*' the
Directive allows competent authorities to restrict the right of access by providing the rea-
sons for the restriction. Or else the authorities may not to give any sort of information to
the data subject and instead provide a neutral reply to his or her inquiry such as “we can
neither confirm nor deny your data is being processed”. Notwithstanding, such replies
can leave the data subjects completely in the dark.#? In such event, data subjects can
lodge a complaint with the supervisory authority or go before a court.* They can also ask
supervisory authorities to interfere and verify the situation on their behalf.%* At the end,
these procedures put weight on the individuals to seek steadily for information which
might stigmatise them wrongly or to challenge the information asymmetry that is grow-
ing via smart technologies. In less complicated cases the individuals simply receive all the

38 O Lynskey, ‘Criminal Justice Profiling and EU Data Protection Law: Precarious Protection from Pre-
dictive Policing’ (2019) International Journal of Law in Context 162, 167.

39 B Knight, ‘Polizeisoftware: Welche Methoden sind erlaubt? Deutsche Welle (23 December 2022)
www.dw.com.

4 The German Constitutional Court overruled the use of software. For the relevant decision, BVerfG,
Urteil des Ersten Senats [2023] 1 BVR 1547/19 www.bundesverfassungsgericht.de.

41 See art. 15 Directive 2016/680 (LED) cit. Hence, these instances include if access to data interferes
with the achievement of crime prevention, legal inquiries, investigations, criminal procedures, or the exe-
cution of criminal penalties and hinders the protection of public security, national security, and the rights
and freedoms of others. However, the right of access is a “core essence” of the right of data protection and
explicitly foreseen in art. 8(2) of the Charter of Fundamental Rights of the European Union. Hence, the limits
to this right shall be interpreted narrowly.

42 ] Sajfert and T Quintel, ‘Data Protection Directive (EU) 2016/680 for Police and Criminal Justice Au-
thorities’ in M Cole, F Boehm (eds), GDPR Commentary (Edward Elgar 2018) 13.

43 Art. 15 (3) Directive 2016/680 (LED) cit.

44 Art. 17 Directive 2016/680 (LED) cit. introduces this indirect access where the data subjects exercise
their rights through supervisory authorities. This right of “indirect” access is to be distinguished from the
right to lodge a complaint with the supervisory authority. This option provided by the LED, which does not
exist in the GDPR, demonstrates the concern with of balance between the data subjects and the security
agencies, see L Drechsler, ‘Comparing LED and GDPR Adequacy: One Standard Two Systems’ (2020) Global
Privacy Law Review 93, 101. In practice, however, it can become even more entangled for data subjects to
access their data or learn more thoroughly about the process behind ‘indirect remedies’ and challenge
them before a court.


https://www.dw.com/de/polizeisoftware-welche-methoden-sind-erlaubt/a-64197388
https://www.bundesverfassungsgericht.de/SharedDocs/Entscheidungen/DE/2023/02/rs20230216_1bvr154719.html
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relevant information via access requests. Nevertheless, under more challenging circum-
stances, it is unlikely they will uncover the full extent of data processing without help from
NGOs, legal experts, or media attention.

ITT. CHALLENGES TO TRANSPARENCY IN PRACTICE: HAMPERING THE RIGHTS TO
INFORMATION AND OF ACCESS

Having explored the right to information and access under the LED and its intersection
with Al use in law enforcement, this section delves into the practical challenges these
rights face in practice. Data subjects often encounter significant barriers that hinder their
ability to fully exercise their personal data protection rights. These challenges arise not
only from the fragmented landscape of various actors within the security context but also
from the practical obstacles in effectively implementing access and information rights,
which often differ in real-world scenarios. In highlighting these obstacles, this section also
suggests practical solutions that can be readily implemented to strengthen the right to
information and access, enabling individuals to challenge Al systems within the security
context.

111.1. FRAGMENTATION IN THE AREA OF FREEDOM, SECURITY, AND JUSTICE

The Van der Linde case, which serves as a key example, offers a clear snapshot of the chal-
lenges arising from multiple actors processing data and applying varying measures towards
citizens within the Area of Freedom, Security, and Justice. The Dutch activist, Van der Linke,
was surveilled by the police and his information was categorized as that of a “multiple of-
fender who could benefit from being referred to a psychiatric facility”.4* It was not only that
information van der Linde needed to learn and challenge. In 2018, the Dutch police sent his
personal information to their German counterparts and also Europol, labelling him this
time a potential terrorist. Finding who holds information on him and its content required
learning about the recipients and applying to each of them. However, even if one manages
to learn about the recipients, each of them might be subject to different regulations.

To name few of the legal instruments, the Area of Freedom, Security, and Justice co-
vers different data controllers bound by the SIS Il Council Decision#, PNR#, VIS*¢, and

45 R Lanneau, "Call them crazy”: Criminalisation of activists undermines rule of law in the EU' cit.

46 Decision 2007/533/JHA of the Council of 12 June 2007 on the establishment, operation, and use of
the second-generation Schengen Information System (SIS 1), OJ L 205, 7.8.2007.

47 Directive 2016/681/EU of the European Parliament and of the Council of 27 April 2016 on the use of
passenger name record (PNR) data for the prevention, detection, investigation, and prosecution of terrorist
offences and serious crime.

48 Regulation (EC) 767/2008 of the European Parliament and of the Council of 9 July 2008 concerning
the Visa Information System (VIS) and the exchange of data between Member States on short-stay visas
(VIS Regulation).
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EURODAC.#° All these instruments, except the PNR Directive, contain their peculiar sub-
stantive and procedural rules on the rights of data subjects, including the rights to infor-
mation and access.*®

One of the aims of LED is to ensure a consistent and high level of protection for pro-
cessing of personal data and to facilitate the free flow of personal data between compe-
tent authorities. Nonetheless, the EU institutions, bodies, and agencies in the area of po-
lice and judicial cooperation, such as Europol and Eurojust do not have utterly aligned
rules by the LED.>'

Having many different actors with different data processing regimes turns the secu-
rity scene into a maze for individuals. Some of them allow the subject access requests,
some do not even foresee any direct means for data subjects to access their personal
data.>? Or else, some of them put more limitations on the direct access requests.>?

The fragmentation becomes more intermingled if one controller holds personal infor-
mation based on different information systems. For instance, a law enforcement authority
may hold data on one or several national information systems. Since LED does not explicitly
oblige competent authorities to disclose all information they have based on different infor-
mation systems, it inevitably leads to different applications. In some cases, a law enforce-
ment authority may respond to a data access request under LED revealing also the infor-
mation on personal data processed on different systems (such as SIS Il); whereas the others
would keep the answers strictly limited to their database under LED.>* Hence, depending

49 Regulation (EU) 603/2013 of the European Parliament and of the Council of 26 June 2013 on the
establishment of 'Eurodac’ for the comparison of fingerprints for the effective application of Regulation
(EU) No 604/2013 establishing the criteria and mechanisms for determining the Member State responsible
for examining an application for international protection lodged in one of the Member States by a third-
country national or a stateless person and on requests for the comparison with Eurodac data by Member
States' law enforcement authorities and Europol for law enforcement purposes, and amending Regulation
(EU) No 1077/2011 establishing a European Agency for the operational management of large-scale IT sys-
tems in the area of freedom, security and justice (recast).

50 D Dimitrova and P de Hert, The Right of Access Under the Police Directive: Small Steps Forward' cit. 112.

51 In fact, the Europol Regulation was adopted just less than a month after LED. Recital 40 of the Reg-
ulation assures the autonomous character of EUROPOL data protection rules while at the same time un-
derlines that they should be consistent with other relevant data protection instruments applicable, partic-
ularly LED. However, still, inconsistencies persist, M Caruana, ‘The Reform of the EU Data Protection Frame-
work in the Context of the Police and Criminal Justice Sector: Harmonisation, Scope, Oversight and Enforce-
ment’ (2017) International Review of Law, Computers and Technology 249, 255.

52 Contrary to LED, art. 58 Decision 2007/533 (SIS Il) cit. and art. 14 Regulation 767/2008 (VIS) cit. lay
down indirect access via the national supervisory authority as the rule, meaning that the relevant authority
will decide what type of information is to be communicated to the data subject.

53The SIS Il regime has more limitations on the right to access. If, for example, Germany enters an alarm
on an individual to SIS Il and the relevant person makes an access request in another country, art. 58 (3) Deci-
sion 2007/533 (SIS Il) cit. allows the disclosure only if the State who originally entered the alarm agrees to it.

54 E Brinkmann, Essence and Effectiveness of the Right of Access (KU Leuven Faculty of Law Master Thesis
2020) 41.
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on the relevant authority’s interpretation, an individual may receive comprehensive infor-
mation or have to file separate requests for access under different regulations.

Finally, the involvement of private companies in the security context presents addi-
tional challenges. For example, crime recidivism risk calculators like HART®> and
COMPAS>® are developed by private software companies. In this case, the data used to
train the software must comply with the GDPR. However, once law enforcement begins
using the software for crime prevention, the processing of personal data falls under the
LED. The scope of the right to information and access is subject to varying restrictions
across different regimes, meaning data subjects may receive different responses to ac-
cess requests at different stages of the data cycle. Hence, the fluidity of data flows be-
tween public and private actors further complicates the exercise of data access rights.>’

11.2. THE REPERCUSSTONS OF DIVERGING PRACTICES AMONG NATIONAL AUTHORITIES

Since the LED is a directive, it requires transposition by Member States into national laws,
leading to variations in the scope of the right to access and information. An empirical
study led by KU LEUVEN researchers regarding implementation of the LED>® gave insight
into domestic laws and practices in 12 Member States.>®

In practice, individuals impacted by Al technologies often begin by requesting access
to information about how their personal data is processed. However, this step requires
identifying the data controller. At times, even this initial step can be challenging, as indi-
viduals may struggle to determine who is responsible for processing their data. According
to a recent study, seven countries within the scope of the analysis failed to provide clear
information about the data controller. As a result, finding relevant details on the websites
of national police authorities or competent ministries becomes a barrier,® one that is, in
principle, fixable.

55 O Lynskey, ‘Criminal Justice Profiling and EU Data Protection Law: Precarious Protection from Pre-
dictive Policing’ cit. 175.

%6 For more detailed information on COMPAS see E Chelioudakis, ‘Risk Assessment Tools in Criminal
Justice: Is There a Need for Such Tools in Europe and Would Their Use Comply with European Data Protec-
tion Law?' (2020) Australian National University Journal of Law and Technology 72, 89.

570 Lynskey, ‘Criminal Justice Profiling and EU Data Protection Law: Precarious Protection from Pre-
dictive Policing’ cit. 175.

58 P Vogiatzoglou, K Quezada Tavarez, S Fantin and P Dewitte, ‘From Theory to Practice: Exercising the
Right of Access under the Law Enforcement and PNR Directives' (2020) Journal of Intellectual Property and
Information Technology and Electronic Commerce Law 274, 282.

%% The study concentrated on Italy, Belgium, the United Kingdom, Ireland, the Netherlands, Malta,
Spain, Cyprus, Portugal, Greece, Luxembourg, and France.

60 The researchers showed that some websites provided easily accessible information (like Cyprus or
Luxembourg National Polices) and others complex in presentation (for instance, Belgium's or Netherlands’
authorities), see P Vogiatzoglou, K Quezada Tavarez, S Fantin and P Dewitte, ‘From Theory to Practice: Ex-
ercising the Right of Access under the Law Enforcement and PNR Directives’ cit. 293.
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Another practical barrier for data subjects is language. Nearly all information related
to the right of access and the responses to access requests are provided in the official
language of the Member State. However, not all residents are native speakers of that
language, even though they are subject to the country's laws. This creates a significant
obstacle for data subjects from other countries who wish to request access to their data.
To address this, it would be helpful for data controllers to also provide information on
their websites in English, a language widely understood by many people.®

The study also revealed that some competent authorities impose additional require-
ments to exercise the right of access, even when these are not specified in national laws.%>
These extra prerequisites include proof of residence (Luxembourg, United Kingdom, Neth-
erlands), an Alien Registration Number (Cyprus), or proof of residence in the country of
request (Ireland, under the Law Enforcement Directive). Some Member States also require
burdensome procedures, such as asking data subjects to submit access requests by mail
instead of electronically (Netherlands, France, and Italy). Others may demand official proof
of residence in a specific language (Luxembourg).® Given that official documents issued by
local authorities often incur costs and require time to obtain, these seemingly small require-
ments can discourage data subjects from exercising their access rights.

A third issue concerns the content of the responses to access requests. For the right
of access to be meaningful and effective in practice, the answers provided must go be-
yond formalities and offer substantive information. However, the aforementioned study
found that many responses to access requests merely confirmed whether or not the ap-
plicants’ personal data were being processed, without offering any further details. While
such responses may be "formally" compliant, they often lack the necessary substance to
provide a full understanding of the data being processed. Furthermore, in most cases,
responses failed to include key information, such as the recipients of the personal data,
the intended storage period, or the rights to rectification or erasure. In cases involving
data protection authorities (e.g., Belgium, where indirect access is the norm), some re-
sponses only confirmed that checks had been made regarding the lawfulness of pro-
cessing, without clarifying whether personal data were actually being processed.%*

Although formal requirements for making access requests are not clearly defined in
national laws, practical obstacles persist. Additionally, practices vary between Member
States regarding the type of information provided and the method of disclosure. This
highlights the need to promote a stronger data protection culture among security au-
thorities and officers, encouraging data subjects to exercise their rights. Many of the prac-
tical impediments could be easily addressed. For example, a more centralized website

61 E Brinkmann, Essence and Effectiveness of the Right of Access cit. 41.

62 p Vogiatzoglou, K Quezada Tavérez, S Fantin and P Dewitte, ‘From Theory to Practice: Exercising the
Right of Access under the Law Enforcement and PNR Directives’ cit. 297.

63 E Brinkmann, Essence and Effectiveness of the Right of Access cit. 40.

64 Ibid. 297.
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containing the information on data controllers in a security context could facilitate the
process. Providing automated submission forms or standardized templates would also
facilitate the enjoyment of the right of access. Finally, extra requirements, such as proof
of residency or an address, should be eliminated.®> All these practical improvements are
easy to implement.

Nevertheless, further empirical research is needed to point out the inadequacies of
other aspects of access rights in practice. Moreover, there is a need for more supervision
of the security authorities for the implementation of best practices.

TV. THE Al ACT AND TRANSPARENCY: EXPOSING THE BASE OF THE ICEBERG?

The use of Al for law enforcement purposes has already been confronted by legal schol-
ars who predominantly warned on the adverse impacts of predictive policing, facial
recognition, massive surveillance of social networks, and on Al applications to assess the
risk of committing a crime or recidivism. The use of Al tools particularly for crime control
and detection purposes affects undoubtedly fundamental rights; liberties; and personal,
and social development. The right to information and of access provide an important
step to reveal the tip of an iceberg. However, structurally the LED provides “individualist
claims subject to individualist remedies”, and cannot correspond to effects of Al technol-
ogies at a population-level.®® Transparency and accountability at a larger level cannot be
achieved if the Al cycle is not controlled by competent authorities and went through scru-
tiny. Therefore, this section explains the proactive efforts of the EU to address this gap
and create the conditions for an “anthropocentric Al"¢” through the Al Act, which estab-
lishes efforts for transparency that go far beyond individual level.

The extensive approach of Al Act echoes more predominantly in two scenarios re-
garding the law enforcement context. First, it is reflected as a prohibition of the use of
certain technologies such as certain risk assessment or biometric identification systems®8
albeit with some exceptions. The Al Act interferes with the technologies too intrusive to
be used in a democratic society and sets the red lines for Al systems whose detrimental
impact on society cannot be outbalanced even with transparency or more safeguard
measures.® Secondly it sets forth more obligations for Al systems considered as high-

65 For more detailed recommendations, see P Vogiatzoglou, K Quezada Tavarez, S Fantin and P
Dewitte, ‘From Theory to Practice: Exercising the Right of Access under the Law Enforcement and PNR Di-
rectives’ cit. 298, 99.

66 D) Solove and W Hartzog, ‘Kafka in the Age of Al and the Futility of Privacy as Control’ cit. 1039.

67'S Quattrocolo and E Sacchetto ‘EU and Al: Lessons to be Learned’ in E Lim and P Morgan (eds), The
Cambridge Handbook of Private Law and Artificial Intelligence (CUP 2024) 636, 637.

68 Art. 5 Regulation 2024/1689 (Al Act) cit.

9 |f a case falls into the exceptions to a prohibited use, it does not mean that the practice is entirely
free from restrictions, they might most likely fall within the category of ‘high-risk’ applications.
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risk-based in the law enforcement context “without placing the onus on individuals”.”® On
the other hand, the Al Act misses the opportunity to do so for the Al systems who do not
fall within the ambit of the high-risk. However, it is important to note that just because a
system is not listed as high-risk (yet) does not mean that it will never.”" Nevertheless, this
part does not evaluate the choice of the regulator of which systems fall under the high
risk. It rather questions whether the Al Act brings more visibility to Al systems, particularly
those deemed high-risk to fundamental rights, and whether it endorses inclusion of dif-
ferent actors to challenge the validity, accuracy, and legality of such Al systems.

The second point of focus will be on the national security exception. The Al Act ex-
cludes Al systems used for military, defence, or national security purposes from its
scope.”? Similarly, the LED excludes personal data processing for national security pur-
poses, leaving this area under-regulated.” The lack of a clear definition distinguishing
“national security” from “public security” could enable authorities to bypass essential data
protection and Al Act requirements. Therefore, it is crucial to address a blanket national
security exception, particularly considering the use of Al tools in areas like counterterror-
ism, where it may lead to unmonitored interventions.

1V.1. HIGH-RISK Al SYSTEMS: FOR WHOM IS THE TRANSPARENCY FOR?

In 2023, the secret use of face recognition technology BriefCam in France leaked through the
news, revealing the deployment of a software for “detecting and extracting people and ob-
jects of interest afterwards” and conducting “real-time” video analysis by the LEA agencies in
nearly 200 towns. The software was employed without any checks or any public and parlia-
mentary consultation.” Whilst CNIL, being an important watchdog as a data protection au-
thority currently handles the situation, the Al Act can provide a further response to the issue.

To begin with, the Al Act prohibits the use of “real-time” remote biometric identifica-
tion systems in publicly accessible spaces for law enforcement purposes with several ex-
ceptions. If the use of system falls under such exception, it is still very likely that it will be

70 D) Solove and W Hartzog, ‘Kafka in the Age of Al and the Futility of Privacy as Control’ cit. 1040.

71 Art. 6 of the Al Act guides categorising a system as high-risk based on the risks they may pose to fun-
damental rights. It makes a reference to Annex Ill of the Al Act that introduces a typology of high-risk systems.
It is important to note that the definitions of “high-risk” and “low risk” systems are not fixed. Based on an
assessment of risk, such as its probability, severity, intensity, and potential impact on the population, a system
that was not initially categorized as high-risk could be reclassified as high-risk in the future, C Novelli, F Casolari,
A Rotolo and M Taddeo, and L Floridi ‘Al Risk Assessment: A Scenario-Based, Proportional Methodology for
the Al Act'(2024) Digital Society 12, 13. Art 7 Al Act foresees conditions to amend the Annex IIl.

72 Art. 2 (3) Regulation 2024/1689 (Al Act) cit.

73 Art. 2(3) Directive 2016/680 (LED) cit., art. 2(2) Regulation 2016/679 (GDPR) cit.

74 The tool enabled the police to collect features such as license plates and faces but also “distinguish-
ing gender, age, adult or child, size” of people, see JR McConvey, ‘French police may have been unlawfully
using facial recognition since 2015’ (15 November 2023) Biometric Update www.biometricupdate.com.
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classified high-risk.”> Once a system falls under the category of high-risk, the Al Act places
significant obligations on its providers and deployers of high-risk Al, especially in law en-
forcement, border control, and immigration.

The first pillar of the transparency of high-risk systems is towards market surveillance
authorities (MSAs) and data protection authorities. For example, the law enforcement (de-
ployer) can use an exceptionally allowed facial recognition technology, first the relevant
market surveillance authority and the national data protection authority must be notified.”®
Furthermore, any agency using high-risk Al systems must document their use, include po-
lice files and upon request they have to make it all available to the MSAs and DPA.”’

Nonetheless, most of the time the public bodies employ the Al systems developed
particularly by private companies. Such companies may refrain from sharing the source
code, input or output data with the public authorities, evoking trade secrets. Such a sce-
nario would create significant concerns, considering the rights at stake such as the right
to defence, the equality of arms, the right to reasoned decision. As a solution, the Al Act
enhances information sharing by imposing on the providers to keep reports on the de-
velopment of high-risk Al systems and their performance throughout their life cycle.”®
The Al Act also enforces keeping logs to share them with the competent authorities. The
logs can reveal automated events such as uploaded picture to an identification system
(input data) and its result (the match it led to).”°

The compromise is that the private companies providing the Al technologies for the
LEAs do not have to disclose this information directly to the public but they will share it with
the competent authorities as an intermediary who are bound by confidentiality obliga-
tions.® The confidentiality obligations, nevertheless, hamper public discussion or debate,
preventing MSAs from fulfilling their roles as early warning systems to other public forums,
such as parliaments, national regulators, courts, civil society watchdogs, or the media. Con-
sequently, there is little chance for this information to be further explored or addressed in
public discourse. This lack of engagement strips accountability of its essential components
-information and deliberation-, removing them from the public sphere.8' Moreover, using
Al tools for public surveillance can disproportionately impact individuals and communities,
leading to heightened scrutiny and policing of specific neighbourhoods, demographic
groups, or individuals. Given the profound implications of such surveillance practices, it is

7> The Commission will provide guidance on the practical implementation of Article 6 Regulation
2024/1689 (Al Act) cit., along with a detailed list of practical examples illustrating the use of high-risk and
non-high-risk Al systems, following consultation with the European Artificial Intelligence Board by 2 Febru-
ary 2026 (Art. 6(5) Regulation 2024/1689 (Al Act) cit.).

76 Art. 5(4) Regulation 2024/1689 (Al Act) cit.

77 Ibid. art. 26(9) and art. 26 (10).

78 Ibid. art. 11.

7 Ibid. art. 12 (2) (d).

80 Jpid. art 21.

81 M Busuioc, D Curtin and M Almada, ‘Reclaiming Transparency: Contesting the Logics of Secrecy
within the Al Act’ (2023) European Law Open 79, 102.
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untenable to leave the design and implementation of transparency measures solely in the
hands of providers. The Al Act fails to outline what constitutes an 'appropriate level' of
transparency in the context of public and criminal justice administration; this regulatory
gap must be addressed through the integration of explicit obligations within police legisla-
tion or criminal procedural frameworks.

One recent illustration of the transparency challenges surrounding Al deployment
occurred in the Netherlands, where six NGOs initiated legal proceedings against the use
of SyRI (System Risk Indicator), a digital welfare fraud detection system designed to flag
individuals for potential fraud based on certain risk indicators. SyRI, however, inadvert-
ently established a correlation between the likelihood of committing fraud and lower so-
cioeconomic status or immigration background, raising concerns over systemic bias. No-
tably, neither prior to nor during the litigation process did the government disclose the
underlying risk model or the specific indicators utilized by SyRl, raising critical questions
about accountability and transparency.®? This case highlights the unique responsibilities
of public authorities as deployers of Al technologies. They must ensure that Al decisions
are transparent, justifiable, and that affected individuals are informed about the process.
To achieve this, public authorities must fully understand the Al systems they use, which
requires strong transparency and collaboration between Al providers and deployers.

In that regard, the Al Act outlines specific transparency requirements from providers
towards users of Al systems. These requirements aim to ensure that users can “appro-
priately” interpret and use the system's outputs.®3 However, the Act goes beyond simply
explaining how to read a recommendation; it seeks to enable users to critically assess
and challenge recommendations when necessary. Hence, the Al Act mandates that pro-
viders disclose the capacities and limitations of high-risk Al systems, while raising aware-
ness of risks such as over-reliance on outputs.® Although these transparency obligations
are a step forward, ensuring that high-risk Al systems are explainable by design, the
vague language of the provisions allows for minimal disclosure, leaving what is consid-
ered “appropriate” or “necessary” to the provider's interpretation. This could result in
opaque systems with limited insight into their inner workings.8

Nonetheless, few provisions in the Al Act introduces transparency obligations directly
towards the public which might be affected by Al-driven decisions. For instance, the Act
mandates the creation of a public registry for high-risk Al systems, requiring providers to
register their systems along with basic details, such as the system's intended purpose

82 For a detailed analysis of the SyRi judgment see MSL van Bekkum and FJ Zuiderveen Borgesius, 'Digital
Welfare Fraud Detection and the Dutch SyRI Judgment' (2021) European Journal of Social Security 323.

83 Art. 13 Regulation 2024/1689 (Al Act) cit.

84 ] de Cooman, 'Humpty Dumpty and High-Risk Al Systems: The Ratione Materiae Dimension of the
Proposal for an EU Artificial Intelligence Act' (2022) Market and Competition Law Review 49, 76.

85 M Busuioc, D Curtin and M Almada, ‘Reclaiming Transparency: Contesting the Logics of Secrecy
within the Al Act’ cit. 92.
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and compliance status. However, registration is limited to high-risk Al systems placed on
the EU market, and the information provided -for example by private companies- lacks
sufficient oversight or third-party verification. In practice, this registry may serve more as
a formal compliance mechanism than as a meaningful tool for public scrutiny.® On the
other hand, the Al Act briefly acknowledges the important role of insiders and journalists
in alerting the public to controversial Al applications. It foresees those individuals acting
as whistleblowers, such as reporters exposing violations of the Al Act, should be pro-
tected under Directive (EU) 2019/1937 (Whistleblower Protection Directive).8” However,
this provision is relatively minor compared to the extensive confidentiality requirements
mentioned twenty-four times throughout the Act.

Similarly, the Al Act does not require more tailored information for individuals about
the use of Al technologies. Art. 86 guarantees the right to a clear and meaningful explana-
tion of decisions based on individual data, but it fails to define what constitutes such an
explanation in this context. Furthermore, this right applies only to decisions based on out-
puts from high-risk Al systems. Many systems, such as data mining and data matching,
which significantly impact individuals' lives, are not classified as high-risk and therefore do
not trigger these rights. This is particularly concerning given the need for stronger safe-
guards in crime prevention and detection, especially in light of the presumption of inno-
cence.® The lack of clear transparency rules creates already tension in criminal law cases,
particularly regarding the extent of information that must be shared to ensure the right to
a fair trial. A recent example is the Marengo case, which examined the use of Hansken, an
Al-driven tool employed by law enforcement to analyse large volumes of digital data in
criminal investigations. The defence raised concerns about the tool's reliability and trans-
parency, given the complexity of its algorithms and its capacity for bulk data analysis.? This
case highlighted the question of whether the right of access extended to raw data, source
code, and algorithms. With Al tools increasingly used in crime prevention and detection,
similar cases are likely to arise. However, current regulations under the Al Act may not ad-
equately address the transparency concerns in concrete cases.

86 Ibid. 94.

87 Art. 87 Regulation 2024/1689 (Al Act) cit.

88 EDPB-EDPS Joint Opinion 5/2021 on the proposal for a Regulation of the European Parliament and
of the Council laying down harmonised rules on artificial intelligence (Artificial Intelligence Act) [2021] 19,
para 70.

89 Amsterdam District Court judgment of 27 February 2024 n.13/997072-17, 13/997083-18, 13/997006-
19 Marengo v R.
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1V.2. THE NATIONAL SECURITY LOOPHOLE: RISKS OF OVERREACH IN THE Al ACT AND
LAW ENFORCEMENT DIRECTIVE

Law Enforcement Directive does not apply to the processing of personal data for the na-
tional security purposes.® The Al Act similarly exempts Al systems for national security
purposes, regardless of the type of entity carrying out those activities.!

However, the lack of a clear definition distinguishing “national security” from “public
security” risks enabling Member States to misuse this broad exception, allowing them to
use Al systems without adequate safeguards. For example, a Member State could claim
that a political protest, such as the Gilets Jaunes demonstrations in France, constitutes a
national security threat.?? In such cases, the deployment of Al systems for national secu-
rity purposes by law enforcement could bypass both the LED and Al Act provisions. How-
ever, the European Court of Justice consistently affirms that “the mere fact that a decision
concerns State security cannot result in European Union law being inapplicable”.?® In
other words, even in matters of national security, Member States must comply fully with
EU legal standards and jurisprudence.

National security encompasses both national defence and the activities of domestic
and foreign intelligence agencies.®* These agencies primarily gather information to iden-
tify and assess potential threats to the democratic legal order, alerting relevant authori-
ties when necessary. However, intelligence services, while possessing this critical infor-
mation, lack the authority to directly investigate offenses or exercise coercive powers.
This role falls to law enforcement, whose task is to take action against crimes and ulti-
mately bring cases to criminal courts. Information gathered by police should be subject
to judicial review to assess its evidentiary value in publicly accessible courts.® The histor-
ical experience, particularly with Nazi Germany, has strongly shaped the separation be-
tween police and intelligence functions, emphasizing the importance of preventing the

% Art. 2(3)(a) Decision 2008/977 cit. stipulates that the LED does not cover the course of an activity
which falls outside the scope of Union law. Following art. 4(2) TEU, national security is beyond the compe-
tence of the EU.

91 Art. 3(3) Regulation 2024/1689 (Al Act) cit.

92 0 Lynskey, ‘Criminal Justice Profiling and EU Data Protection Law: Precarious Protection from Pre-
dictive Policing’ cit. 165.

93 Joined cases C-511/18, C-512/18 and C-520/18 La Quadrature du Net and Others ECLI:EU:C:2020:791
para. 99; case C-300/11 ZZ ECLI:EU:C:2013:363 para. 38; C-187/16 Commission v Austria (State printing office)
EU:C:2018:194 paras 75 and 76.

9 M Batcker and G Hornung, ‘Data Processing by Police and Criminal Justice Authorities in Europe: The
Influence of the Commission’s Draft on the National Police Laws and Laws of Criminal Procedure’ (2012),
Computer Law and Security Review 627, 630.

9 JAE Vervaele, ‘Terrorism and Information Sharing between the Intelligence and Law Enforcement
Communities in the US and the Netherlands: Emergency Criminal Law?' (2005) Revue Internationale de
droit pénal 409, 413.
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centralization of power. This division ensures that no single agency accumulates both the
power to collect information and the power to act on it.%®

Nonetheless, the blurring of boundaries between police and intelligence services is
problematic, especially with the rise of predictive policing and data mining tools that en-
able police to analyse and link various data. This shift towards an intelligence-driven
model of policing, often referred to as intelligence-led policing, entails the use of sophis-
ticated surveillance technologies and more intrusive investigative powers, bringing law
enforcement closer to the role of intelligence agencies.?” This raises risks, as intelligence
collection by law enforcement, which traditionally falls outside their remit, could be cate-
gorized as national security-related. While information-sharing between agencies doesn't
inherently remove institutional boundaries,® large-scale data exchanges jeopardize data
protection rights if expanded police powers lack proper accountability and oversight.®®

This erosion in the task division threatens not only the enforcement of the Al Act and
the LED but also the rule of law and civil liberties. However, both legal instruments seem to
overlook this issue. The LED, for example, applies to public security threats but leaves it to
Member States to differentiate between public security and national security. This allows
some countries, such as Cyprus, to narrow the scope of the LED by classifying certain police
activities as ‘national security’ related, meaning that rights like access to information may
not apply to some policing activities.'® The Al Act reinforces this by not distinguishing be-
tween agencies but instead referring to the purpose of using Al systems for national secu-
rity. Germany, on the other hand, has enacted a law stipulating that individuals can only
receive information about data recipients involved in national security if the recipient
agrees. This gives authorities considerable discretion to restrict information.'”!

Thus, a broad national security exemption raises concerns about diminished over-
sight of Al systems used by intelligence services and law enforcement. This overreach in
legal frameworks fails to account for the expansion of police powers into intelligence
gathering and counterterrorism measures, which fall outside the transparency obliga-
tions set by the LED and Al Act.

V. CONCLUSION

In an age where massive data collection and analysis risk moulding people into profiles
and stamp them with permanent records, ensuring transparency in Al use is crucial to

% Ibid.

97 A Zavrsnik, ‘Blurring the Line between Law Enforcement and Intelligence: Sharpening the Gaze of
Surveillance?' (2013) Journal of Contemporary European Research 181, 186.

% bid. 192.

9 Meanwhile, intelligence agencies are increasingly involved in everyday law enforcement, evading
the safeguards and scrutiny required for law enforcement activities, /bid. 192.

100 p Vogiatzoglou, K Quezada Tavarez, S Fantin and P Dewitte, ‘From Theory to Practice: Exercising the
Right of Access under the Law Enforcement and PNR Directives’ cit. 282.

101 D Dimitrova and P de Hert, The Right of Access Under the Police Directive: Small Steps Forward’ cit. 122.
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uncover unlawful applications. The rights of access and information under the LED are
essential for promoting transparency and accountability. While exercising these rights
may not always reveal the full scope of Al's societal impact, they provide valuable insights
that can help question potentially unlawful uses of technology. Data protection authori-
ties, courts, and the media serve as irreplaceable watchdogs, overseeing surveillance,
preventing overreach, and ensuring it serves legitimate purposes. Examining these ef-
forts through the lens of data protection underscores how transparency not only safe-
guards personal data but also empowers citizens to participate in democratic governance
and sustain public trust.

The LED, however, imposes specific limitations on data subject rights due to the de-
mands of the public security context. While it introduces progressive advancements, its
effectiveness is hindered by several challenges. First, the fragmentation of actors and
regulations in a world of interconnected data complicates citizens' ability to exercise their
rights to access and information, as they must deal with multiple data controllers. To
address this, it is crucial to align transparency obligations across the security context, as
diverging regimes risk applying rights to access and information unevenly.

Secondly, LED, as a Directive rather than a Regulation, has led to diverging ap-
proaches and data protection standards in its implementation. These rules and obliga-
tions, however, require further clarification to better guide competent authorities, as
practical application unfolds differently than the theoretical framework. Ongoing empir-
ical studies and data are essential to track the challenges that arise in practice. Many of
these hurdles could be addressed through stronger supervision of security authorities to
ensure the implementation of best practices. Clear guidance and standards are needed
to promote harmonization and reduce legal uncertainty within the Area of Freedom, Se-
curity, and Justice. 02

The LED is primarily focused on protecting individual autonomy and rights, which
individuals can only exercise one at a time. However, the broader societal impact of sur-
veillance requires “not missing the forest by focusing only on the trees”.'% The Al Act is
very relevant as it attempts to regulate Al technologies by limiting the harmful aspects of
surveillance that affect not only individuals but society as a whole.

Therefore, data protection rules designed for bottom-up governance should be con-
sidered alongside the Al Act, which promotes transparency and accountability in Al de-
velopment and use at scale. However, recent cases of illicit Al use -from Clearview Al to
SyRi and BriefCam- demonstrate that effective governance requires public oversight.
Thus, it's crucial to think how legislation can enable such oversight.

102 p Vogiatzoglou and T Marquenie, ‘Assessment of the implementation of the Law Enforcement Di-
rective’ cit. 105.
103 W Hartzog, E Selinger, and ] Gunawan, ‘Privacy Nicks: How the Law Normalizes Surveillance’ cit. 782.
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In that regard, both the LED and the Al Act fall short in giving sufficient voice to public
scrutiny. While they introduce new watchdogs, such as data protection and market sur-
veillance authorities, to promote transparency in the Al cycle within the security ecosys-
tem, they still fail to clearly define the extent to which individuals (especially those as
defendants) and the public (as observers) can request transparency. To limit the discre-
tion of Al providers and users in public administration and criminal justice context, trans-
parency obligations must be incorporated into other legislation to ensure Al systems are
not shrouded in secrecy, especially when fair administration and fair trials are at stake.

Finally, both the LED and the Al Act fail to lift the “veil of secrecy” surrounding national
security data practices, which obstructs collective governance and delays accountability
for individuals challenging Al use in national security.'%* In the context of intelligence-led
policing and extensive data collection and exchange, it is crucial to restore clear institu-
tional boundaries between security actors. Additionally, the blanket exceptions, such as
those based on national security, must be more narrowly defined to ensure greater ac-
countability and transparency.

104 JE Cohen, ‘How (Not) to Write a Privacy Law’ (23 March 2021) Knight First Amendment Institute
Columbia knightcolumbia.org.
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