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ABSTRACT: Since the establishment of the Single Supervisory Mechanism (SSM), the European Cen-
tral Bank (ECB) has exercised wide-ranging supervisory and investigatory powers over significant
banks in participating Member States. These powers extend, at least textually, to foreign subsidiaries
and third-country providers, raising acute tensions with the prohibition of extraterritorial enforcement
jurisdiction under public international law. This article examines the legality of such extraterritorial
inspections, situating the ECB’s mandate within the constraints of customary international law and
the sovereignty of third (non-EU) States. We assess the legal basis provided by the international agree-
ments — Memoranda of Understanding (MoUs) — concluded by the ECB with foreign supervisory
authorities, and interrogate their sufficiency as instruments of consent. We argue that while MoUs
facilitate cooperation in practice, their non-binding nature renders them a fragile legal basis, leaving
the ECB and its inspectors exposed to potential international responsibility and diplomatic friction.
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1. Introduction

Since the establishment of the Single Supervisory Mechanism (SSM) in 2014, the
European Central Bank (ECB), an independent institution of the European Union
(EU), is responsible for carrying out banking supervision in the euro area and other
participating EU Member States, alongside national supervisors.' For the purpose of
carrying out its tasks, the ECB is entrusted with supervisory and investigatory pow-
ers, including the power to conduct on-site visits (inspections) among others at the
business premises of supervised banks.” Relevant banks (credit institutions) subject
to direct supervision by the ECB are significant banks established in participating
Member States (SSM banks).> The SSM Regulation however also confers on the
ECB supervisory powers regarding third parties to whom these banks have out-
sourced functions or activities, as well as subsidiaries of SSM banks not (directly)
supervised by the ECB.* Such third parties and subsidiaries might be based outside
SSM participating States, and thus outside ECB jurisdiction. This implies that the
ECB may, at least on the basis of the SSM Regulation, be entitled to conduct on-site
visits in relation to foreign subsidiaries of SSM banks, or third-country providers to
which SSM banks have outsourced functions and activities.

The exercise of such investigatory powers on the territory of a State which is not
a SSM participating State,” is in tension with the prohibition of extraterritorial en-
forcement jurisdiction in international law. Indeed, international law prohibits the
exercise of sovereign powers by a State or regional international organisation on the
territory of a third State without the latter’s consent.® For EU Member States outside
the SSM, this tension might be resolved through the TEU and TFEU, which could
be argued to create the relevant consensual basis between EU Member States and

! Council Regulation (EU) No 1024/2013 of 15 October 2013 conferring specific tasks on the
European Central Bank concerning policies relating to the prudential supervision of credit institutions
(SSM Regulation — hereafter SSMR).

2 Art 12 SSMR.

3 The SSMR does not as such use the term ‘bank’, but rather ‘credit institution’, by referring to the
definition contained in Regulation EU/575/2013. The ECB, however, also supervises financial holding
companies and mixed financial holding companies, which are technically speaking not banks (Art. 10(1)
SSMR). For sake of simplicity, we use the term ‘bank’ to refer to the supervised credit institutions.

4 Art 10(1)(e)-(f) SSMR.

5 A third State can also be a non-participating EU Member State. Note, however, as explained
below, that the ECB is under an obligation to conclude a Memorandum of Understanding on supervi-
sory cooperation with such States, per Art 3(6) SSMR.

¢ See further section 3.
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their institutions.” This basis however does not exist regarding on-site inspections in
non-EU States (referred to hereinafter as ‘third States’), which is what this contribu-
tion focuses on. This is where the tension is the strongest, in the absence of a treaty
such as TEU and TFEU, and the potential (political) fallout is the greatest. The aim
of the contribution is to inquire how this tension could be resolved from the view-
point of public international law, if at all; as without a proper legal basis, these on-
site visits in third States could expose both the ECB and its individual inspectors to
diplomatic friction. This contribution discusses both existing policies and practices,
as well as possible alternative jurisdictional bases the ECB could rely upon.

The contribution opens with a brief introduction to the system of banking super-
vision and the specific role played by the ECB (section 2). We then highlight the
ECB’s investigatory powers in relation to banks established in third States —i.e. out-
side the EU —, and address the possible incompatibility between the exercise of such
powers and the international law of jurisdiction (section 3). We argue that this in-
compatibility could, in principle, be resolved by concluding internationally binding
agreements with third States.® We then inquire whether the agreements or MoUs
(Memoranda of Understanding) which the ECB has concluded thus far could be suf-
ficient to cover extraterritorial inspections (section 4). This section pays specific at-
tention to whether treaty law governs such agreements, and what issues may arise
from the current practice of (non-binding) MoUs insofar as they are not covered by
international treaty law. We then proceed to examine the circumstances under which
the ECB, in the absence of an agreement with a third State, may still lawfully carry
out extraterritorial inspections (e.g., by securing the consent of the third-country
bank, or via the doctrine of countermeasures - section 5). We also inquire whether,
short of inspections, the ECB could exercise enforcement jurisdiction over third-
country banks by directing orders to such a bank or a related EU bank to produce
information, under threat of a periodic penalty payment (section 6 and section 7).
Zooming out in the last section, we draw attention to a broader political-economic
context of global power imbalance in which extraterritorial enforcement takes place,
and examine how this affects the ECB’s projection of extraterritorial power both
regarding its current policies and practices, and regarding the proposed alternatives
(section 8). We end our analysis with a brief conclusion (section 9).

2. ECB supervision of banks

The Single Supervisory Mechanism (SSM) is an integrated system of the ECB and
national competent (banking supervisory) authorities. The SSM specifically ad-
dresses Member States, both inside and outside the euro area. The primary objective

7 See further section 6.
8 Art 8 SSMR confers the power on the ECB to ‘enter into administrative arrangements with su-
pervisory authorities, international organisations and the administrations of third countries’.
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of the SSM is to contribute to the safety and soundness of credit institutions and the
stability of the financial system within the EU and each Member, with full regard to
the unity and integrity of the internal market based on equal treatment of banks.’ The
SSM allows exclusive competences given to the ECB to be implemented within a
decentralized framework,'® which comprises the ECB and national competent au-
thorities (NCAs). The competences of the ECB are to serve the internal market for
banking services and the stability of the financial system in the euro area and the EU
as a whole. For the functioning of the SSM, the primary legal sources are @) the SSM
Regulation (SSMR), which confers tasks and powers upon the ECB in the area of
banking supervision, and b) the SSM Framework Regulation (SSM FR),"" establish-
ing the framework for cooperation between the ECB and national authorities.'* The
ECB applies all other relevant Union law," and is exclusively responsible for the
micro-prudential supervision of the euro area’s banks.

The ECB is competent to carry out its tasks in relation to banks established in
‘participating Member States’, meaning Member States whose currency is the euro
and Member States whose currency is not the euro which have established close
cooperation with the ECB.'* If a Member State is not participating, the ECB and the
competent authorities of such States are under a legal duty to conclude a memoran-
dum of understanding (MoU) describing in general terms how they will cooperate
with one another in the performance of their supervisory tasks.'’> This memorandum
has been concluded in 2022,'® which provides inter alia for cooperation and infor-
mation exchange.'’

9 Art 1 SSMR.

19 Case T-122/15 Landeskreditbank Baden Wurttemberg v ECB, ECLI:EU:T:2017:337, para 63.

I Regulation (EU) 468/2014 of the European Central Bank of 16 April 2014 establishing the
framework for cooperation within the Single Supervisory Mechanism between the European Central
Bank and national competent authorities and with national designated authorities (SSM FR).

12 To be mentioned here should also be the Capital Requirements Directive (CRD), Directive
2013/36/EU of 26 June 2013, to be transposed into the national legal systems of Member States using
the Capital Requirements Regulation (CRR), Regulation (EU) 575/2013 of 26 June 2013. The CRR
lays down uniform rules concerning general prudential requirements that supervised institutions should
comply with, and provides powers to competent authorities. We will not delve into this further, as this
contribution aims not at the national, but at the international level.

13 Art 4(3) SSMR.

14 Arts 2(1), 4(1) and 7 SSMR. Bulgaria and Croatia have entered into such close cooperation. For
a discussion of the challenges which Member States face if they do not belong to the euro area: D
Ritleng, ‘The ECB’s Power over Non-Euro Countries in the Banking Union’ (February 2020) SIEPS.

15 Art 3(6) SSMR.

16 Memorandum of Understanding Between the European Central Bank and the Competent Au-
thorities of Non-Participating European Union Member States for the Performance of their Supervisory
Tasks (2022). The non-participating Member States are Czech Republic, Denmark, Hungary, Poland,
Romania and Sweden.

17 Under Art 3(6) SSMR, the ECB is also under an obligation to ‘conclude a memorandum of
understanding with the competent authority of each non-participating Member State that is home to at
least one global systemically important institution, as defined in Union law’.
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The SSM Regulation classifies banks as ‘significant’ and as ‘less significant’, to
divide supervising competencies between the ECB and NCAs. This classification is
based on a number of criteria, such as size, importance for the economy and the
significance of the banks’ cross-border activities.'® The ECB directly supervises sig-
nificant banks, while its national counterparts carry out the day-to-day supervision
of less significant banks.'” Daily supervision of significant banks by the ECB is car-
ried out by Joint Supervisory Teams (JSTs), i.e. teams composed of ECB staff and
staff from the relevant NCA. The JST must refer under certain conditions suspicions
concerning infringements of directly applicable EU law or of ECB decisions or reg-
ulations to the independent investigation unit of the ECB (IIU).

For the purpose of carrying out its tasks, the ECB is entrusted with investigatory
powers.?’ This includes the power to request information from supervised banks
based in participating Member States,?' to require the submission of documents, to
examine books and records of banks, and to interview persons.?” These powers form
the ECB toolbox of directly applicable powers to perform ‘effective risk-based su-
pervision’.?* As part of its investigatory powers, the ECB also has the power to con-
duct all necessary on-site inspections at the business premises of banks established
in the participating Member States, with or without prior announcement.** On-site
inspections must be conducted on the basis of an ECB decision, which shall at a
minimum specify the subject matter and the purpose of the on-site inspection. Any
obstruction to the on-site inspection by an entity subject to supervision constitutes a
breach of the relevant ECB decision.?

In exercising its powers, the ECB works closely together with the national compe-
tent authorities (NCAs) designated by the participating Member States. The ECB and
NCAs have a duty of cooperation and an obligation to exchange information. In par-
ticular, the NCAs provide the ECB with all information necessary for the purpose of
carrying out the tasks conferred on it.*® The obligations for national counterparts are

18 Art 6(4) SSMR.

19 Although the ECB can decide at any time to assume supervision over a less significant bank:
Case T-275/19 PNB Banka v. ECB, ECLI:EU:T:2022:78.

20 Art 10 et seq. SSMR.

21 Ibid Art 10.

22 Tbid Art 11.

23 JH Binder, CV Gortsos, K Lackhoff, C Ohler (eds), Brussels Commentary: European Banking
Union (Bloomsbury Publishing 2023) 159.

24 Art 12 SSMR. More in particular: legal persons referred to in Art 10(1) SSMR, i.e., credit insti-
tutions, financial holding companies, mixed financial holding companies, and mixed-activity holding
companies established in the participating Member States (and persons belong to such entities, as well
as third parties to whom the aforementioned entities have outsourced functions and activities), and any
other undertaking included in supervision on a consolidated basis where the ECB is the consolidating
supervisor in accordance with point (g) of Art 4(1) SSMR.

25 Case T-275/19 PNB Banka v ECB, ECLI:EU:T:2022:781, para 144.

26 Art 6(2) SSMR.
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very broad in scope. Subject to a purpose limitation, virtually any type of information
can be transferred from NCAs to the ECB. Exchange of information can be at recurring
intervals, such as reporting on a regular basis on the performance of their activities, or
spontaneously when the NCA receives an application for authorizing a bank in a euro
area Member State, or when an authorization must be withdrawn.?” The ECB can al-
ways request the NCAs to transmit any information necessary to carry out its tasks.
Due to their long experience and their proximity to the credit institutions in question,
NCAs can provide the ECB with information that the latter may not have access to.
The ECB can instruct the NCAs to use strictly ‘national’ powers if necessary to carry
out the tasks conferred on the ECB in the SSMR. Through this stream of information,
even though the power to access recorded telecommunications and information on
bank accounts are not per se provided for in the EU legal framework, the ECB can use
this national power indirectly and may eventually receive relevant information if the
NCAs do have these powers on the basis of their national law.®

As to NCAs’ cooperation specifically with the ECB’s on-site inspections, officials
of NCAs of participating Member States have a duty to assist the ECB, including when
a person opposes inspection; such officials also have the right to participate in the in-
spections.” If required by national law, authorization to conduct inspections or to ob-
tain assistance may have to be sought from a national judicial authority.*® Such an
authority may however not review the necessity for the inspection or demand to be
provided with the information on the ECB’s file; also, only the Court of Justice of the
European Union (CJEU) can review the lawfulness of the ECB’s decision.*'

In principle, the ECB and the NCAs do not have jurisdiction over third States, or
banks established in third States. However, they can exercise supervisory powers
over all activities of third-country branches and groups in the EU (or at least in the
participating Member States), for which purpose a Memorandum of Cooperation
(MoC) between the ECB and the NCAs has been concluded in 2024.°> More im-
portantly for the purpose of our analysis, under the SSM Regulation, the ECB may

27 Art 73(1) SSM FR, Art 80(1) SSM FR.

28 In line with Art 9(1) SSMR the ECB has all the powers and obligations which the NCAs have
under relevant Union law. It has been questioned whether the ECB needs these additional powers, as
its information position is already very strong. M Scholten, M Simonato, ‘EU Report’ in M Luchtman,
J Vervaele (eds), Report Investigatory Powers and Procedural Safeguards: Improving OLAF'’s Legis-
lative Framework through a Comparison with other EU Law Enforcement Authorities
(ECN/ESMA/ECB) (April 2017) 16.

29 Art 12(4)-(5) SSMR. See also Art 11(2) SSMR regarding assistance by a NCA in case a person
obstructs the conduct of the investigation.

30 Tbid Art 13.

31 Tbid Art 13(2).

32 Memorandum of Cooperation between competent authorities for the performance of their super-
visory tasks in relation to the supervision of Third-Country Groups and Third-Country Branches, 19
January 2024. A ‘Third-Country Branch’ is defined as a branch established in a participating Member
State by an undertaking having its head office in a country outside the Union, whereas a ‘Third-Country
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require any entities belonging to banks established in a participating Member State,
as well as any third parties to whom these banks have outsourced functions or activ-
ities, to provide all information that is necessary in order to carry out its tasks.** The
ECB may also conduct investigations regarding these persons, and conduct on-site
inspections at their business premises.** The relevant paragraph in the SSM Regula-
tion is not subject to a geographical limitation, which arguably implies that the ECB
can exercise investigatory powers, including the power to carry out on-site inspec-
tions, in relation to foreign subsidiaries of ‘SSM banks’, or third-country providers
to which SSM banks have outsourced functions.

3. On-site visits, extraterritorial enforcement and international law

This next section now qualifies the ECB’s investigatory powers in terms of public in-
ternational law. First, it should be noted that where the ECB makes use of its investi-
gatory powers in (relation to) third States, it can be seen to be performing a ‘sovereign
task’ in another jurisdiction,*® and to exercise extraterritorial enforcement jurisdiction.
‘Enforcement’ in this sense should be understood to cover any coercive State act, also
covering investigations, interviews, requisition of documents from inspected parties,
et cetera, in addition to issuing sanctions; as such it is distinct from the narrower con-
cept of ‘enforcement’ in European law, which primarily refers to sanctions. It does not
cover any action that a foreign actor can freely refuse: for example, asking another
national supervisory authority to share information,*® sharing information with that
authority, offering or requesting (legal) aid, or asking foreign actors to coordinate ac-
tivities are all not coercive in this respect and thus are not considered enforcement.
Under customary international law, States are not allowed to exercise their en-
forcement jurisdiction outside their territory, except, as the Permanent Court of Justice
held in the Lotus case, ‘by virtue of a permissive rule derived from international custom
or from a convention’.*” This means that States cannot enforce their laws extraterrito-
rially, i.e., use physical coercion abroad, by, e.g., arresting a person abroad, seizing
property abroad, or conducting inspections,*® unless they can obtain the prior consent
of the territorial State. This rule also applies to international institutions, such as the

Group’ is defined as a parent undertaking, and its subsidiaries and branches, of which the ultimate
parent undertaking is established outside the Union’. See Art 2(k) and (m) of the Memorandum.

3 Art 10(1)(e)~(f) SSMR. See: JH Binder, CV Gortsos, K Lackhoff, C Ohler (eds), (n 24) 164.

3 Art 11-12 SSMR.

35 For a closer read on sovereign authorities, jurisdiction and extraterritoriality, see C Ryngaert,
Jurisdiction in International Law (2nd edn, Oxford University Press 2015).

36 This is not necessarily the case when a private entity is mandated to produce documents that are
within the regulatory purview of another State, as discussed in section 8 below.

37 SS Lotus (Judgment) (PCIJ, 7 September 1927), para. 45.

3K Meyer, Grenzen und Entwicklungsméglichkeiten des Souverdnititsprinzips in transnationalen
Handelsbeziehungen (Tiibingen Mohr Siebeck 2018) 199.
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ECB, to which States have transferred competences. The CJEU has held in this respect
that the EU, ‘when it adopts an act, it is bound to observe international law in its en-
tirety, including customary international law, which is binding upon the institutions of
the European Union’.** By the same token, when adopting acts and exercising its pow-
ers, the ECB, just like a State, is bound to observe customary international law con-
straints on enforcement jurisdiction.*’

The prohibition of extraterritorial enforcement jurisdiction thus entails that the
ECB cannot carry out inspections of facilities abroad without securing the consent of
the territorial State. Such inspections amount to the exercise of sovereign/institutional
authority on the territory of another State, and without consent would infringe upon
the latter’s sovereign prerogatives to regulate and inspect facilities on its own territory.
States can however consent to other States exercising enforcement powers — including
investigations — on their territory. This can be done ad hoc, but is more regularly done
through inter-State agreements. These can constitute an ongoing legal basis for extra-
territorial enforcement jurisdiction,*' and preclude its wrongfulness.*> Such agree-
ments can also be concluded by any State agency acting on behalf of the State, and
with the necessary competences.

To ensure both parties consent to the same thing, relevant bilateral instruments and
follow-up arrangements should outline the precise conditions for inspections, in relation
to who can inspect and is inspected, what can be inspected, and when inspections can
take place. Inspections cannot lawfully take place outside the four corners of the agree-
ment: from the perspective of international law, exceeding the scope of the agreement
(and thus the limits of host State consent) may constitute an internationally wrongful act.

Indeed, the ECB concludes agreements (memoranda of understanding or cooper-
ation) with its counterparts in third States, which can include the possibility of on-site
visits. The remainder of this article will thus assess these agreements under public in-
ternational law. It will examine their legal status, primarily discussing whether or not
they create binding obligations, and secondly, what the ensuing consequences of this
status are for the specific agreements made by the ECB, and thus the legality of the
inspections.

39 Case C-366/10 Air Transport Association of America and Others v. Secretary of State for Energy
and Climate Change (ATAA4), ECLI:EU:C:2011:864, para 101.

40In ATAA, the CJEU applied the customary rules of prescriptive jurisdiction. Ibid paras 103-130.

41 Note that the concept of extraterritoriality is sometimes associated with unlawfulness. In this
section, it merely denotes any exercise of power or capacity on another State’s territory, irrespective of
the legal justification for that exercise. See generally O Sender, M Wood, ‘Extraterritorial Jurisdiction
and the Limits of Customary International Law’ in C. Ryngaert, A Parrish, Research Handbook on
Extraterritoriality in International Law (Edward Elgar 2023) 31-44; C Ryngaert, J Vervaele, ‘Core
Values beyond Territories and Borders: The Internal and External Dimension of EU Regulation and
Enforcement’ in T van den Brink, M Luchtman, M Scholten (eds), Sharing Sovereignty in the European
Legal Order? (Intersentia, 2015) 299-324.

4 Draft Articles on State Responsibility for Internationally Wrongful Acts [2001] (ARSIWA), Art 20.
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4. International agreements concerning extraterritorial inspections

The European Union enters into various agreements with third countries,* such as
trade agreements, association agreements, or cooperation aglreements.44 The EU can
enter into binding international agreements on all the policy areas in which it has
competence, and where it is necessary to reach goals of EU policies.* Also the ECB
(the sole EU institution with separate international legal personality)*® has the legal
capacity to enter into international agreements, albeit of an administrative nature.

Article 8 of the SSM Regulation provides the (internal) legal basis for the ECB
to ‘enter into administrative arrangements with supervisory authorities, international
organisations and the administrations of third countries’. Based on this provision,
since 2021, the ECB has concluded multiple international administrative agree-
ments, usually with foreign financial services authorities.*” These agreements are
reciprocal in nature, meaning that the stipulated rights and obligations apply to both
the ECB and the third-country authority, as is discussed more extensively below.
The agreements cover all supervised entities, i.e., ‘entities that fall within the super-
visory remit of the [ECB and the third-country authority] ... including their cross-
border establishments’.*® They govern several forms of cross-border cooperation,
including relating to exchange of information, mutual assistance, authorization and
assessment, and indeed on-site visits.

Agreements on cross-border cooperation and extraterritorial inspections are in-
creasingly commonplace in other fields too. They vary in nature and scope: they can
be inter-state, or inter-agency like the ECB’s agreements with foreign supervisory
authorities, and can be on a permanent or ad hoc basis. With regard to financial
funding by the EU, also awarded to third countries, several EU bodies investigate
the alleged fraudulent use of these funds.” For instance the Anti-Fraud Office
(OLAF), competent to conduct administrative investigations™ based on ‘Adminis-
trative Cooperation Arrangements (ACAs), signed between OLAF and competent

43 Concluded in conformity with Art 218 TFEU.

4 See: S Keukeleire and T Delreux, The Foreign Policy of the European Union (Bloomsbury 2022).

45 Art 216 TFEU.

46 Art 282(3) TFEU. See also J Kokott and D Eisendle, ‘European Central Bank’ (2020) Max
Planck Encyclopedia of Public International Law para 17.

47 See for an overview: europa.eu.

48 E.g., Memorandum of Understanding between the European Central Bank and the Office of the
Superintendent of Financial Institutions Canada (2023), ‘Definitions’.

4 1t should be kept in mind that these funds are awarded on the basis of certain terms and condi-
tions, thus (also) providing a contractual legal basis between the EU Commission and the third country
for on-site investigation.

30 Art 3(2) of Regulation 883/2013 of the European Parliament and of the Council of 11 September
2013 concerning investigations conducted by the European Anti-Fraud Office (OLAF) and repealing
Regulation (EC) No 1073/1999 of the European Parliament and of the Council and Council Regulation
(Euratom) No 1074/1999.
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authorities in third countries.’' According to OLAF officials, these ACAs are not
legally binding, but help to overcome practical challenges by setting up contact per-
sons and exchanging information.’” In section 4.2., we will further discuss cross-
border cooperation between the ECB, the European Securities and Market Authority
(ESMA) and the Bank of England regarding the regulation of derivatives and other
financial instruments, as a point of comparison. Agreements providing for extrater-
ritorial inspections have also been used for a long time in the area of food and drug
regulation, where the import of certain food, medicinal drugs or preparations can be
conditional on the existence of cooperation and/or inspection agreements.> This ap-
proach is not exclusive to the EU, for that matter: the US Food and Drug Admin-
istration (FDA) has a standing practice of on-site visits authorized by inter-agency
agreements, under the US Food and Drug Act.™

4.1. Memoranda of Understanding and on-site visits

Zooming in on agreements including the possibility for on-site visits, a typical pro-
vision regarding on-site visits is Article 8 of the recent MoU between the ECB and
its Canadian counterpart, the Office of the Superintendent of Financial Institutions
(2023),>® which reads as follows:

1. The Authorities will assist each other, as far as practicable, with the conduct of on-site
inspections of cross-border establishments situated in the other Authority’s jurisdiction.
Where assistance cannot be provided, the Authority requested to provide assistance will
notify it to the other Authority as soon as deemed practical.

2. The Authorities will duly notify each other, in advance, of plans to inspect a cross-
border establishment or to appoint a third party to conduct an inspection on its behalf.
This notification will detail the purposes, scope, expected starting and ending dates of
the inspection, the cross-border establishment to be inspected, and the names of the per-
sons leading the inspection. [Before conducting an on-site visit, the Authorities will com-
municate those plans with each other and reach a common recognition of the terms re-
garding the on-site visit with full respect to each other’s sovereignty and laws. Cited from
the MoC ECB-Japan®® The Authorities reserve the right to accompany each other’s in-
spections team on such an inspection. Following the inspection, an exchange of views

31 Ibid Art 14.

32 C Briére, ‘Enforcing PIF Requirements Outside the EU” (Working Paper 9-2024) 8-10.

33 See for an overview, European Medicines Agency, ‘Compilation of Union Procedures on In-
spections and Exchange of Information’(2024), at www.ema.europa.cu.

3 MJ Scheineson, ‘FDA’s Global Investigation and Enforcement Authority, Partnerships and Pri-
orities’ in SF Halabi, Food and Drug Regulation in an Era of Globalized Markets (Academic Press; an
Elsevier Science Imprint 2015) 18.

35 Art 8 of Memorandum of Understanding between the European Central Bank and the Office of
the Superintendent of Financial Institutions Canada (2023).

36 Section 9(2) of Memorandum of Cooperation between the European Central Bank and the Fi-
nancial Services Agency of Japan (2023).
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will take place between the inspections team and the other Authority within a reasonable
timeframe.

A similar provision can also be found in the MoU between the ECB and the
competent authorities of non-SSM EU Member States,>’ but these are not the subject
of this contribution.

By way of comparison, it bears notice that other EU agencies also have the authority
to conclude MoUs with third States allowing for extraterritorial inspections. Under the
revised European Market Infrastructure Regulation (EMIR 2.2),%® the European Secu-
rity and Markets Authority (ESMA) is empowered to conclude MoUs with its regula-
tory counterparts to arrange monitoring and on-site inspections of Tier 2 (systemically
important) central counterparties (CCPs) ‘shall be conducted pursuant to the coopera-
tion arrangements established with the relevant third-country competent authority”.*’

On this basis, the ESMA concluded an MoU with the Bank of England in 2020
— after Brexit — on arrangements for cooperation on the monitoring and supervision
of CCPs in the United Kingdom.®® This MoU provides for extraterritorial on-site
inspections of Tier 2 CCPs by ESMA officers conducted separately from Bank of
England supervisory visits (Tier 1 CCPs being exclusively subjects to visits by the
Bank of England),®" and subject to notification and after clarification of the respec-
tive roles and responsibilities of ESMA and the Bank of England.®* This arrangement
will be discussed in more detail below, in section 5.

As regards the agreements, a few things are notable with respect to the inspections.
Atrticle 8 of the MoU with Canada, as well as its counterparts in other MoUs/MOCs,*
allows the ECB to conduct on-site inspections regarding covered entities in third
States, and, vice versa, allow third States (foreign authorities) to conduct such inspec-
tions in the territory of the ECB participating Member States. This is quid pro quo not
explicitly covered by this article, nor by any other provisions of the agreement, but
could be inferred from the fact that it does set safeguards for sow these inspections can

57 Art 7 of Memorandum of Understanding between the European Central Bank and the Competent
Authorities of Non-participating European Union Member States for the performance of their Supervi-
sory Tasks (2022).

8 Regulation (EU) 2019/834 of the European Parliament and of the Council of 20 May 2019
amending Regulation (EU) No 648/2012 as regards the clearing obligation, the suspension of the clear-
ing obligation, the reporting requirements, the risk-mitigation techniques for OTC derivative contracts
not cleared by a central counterparty, the registration and supervision of trade repositories and the re-
quirements for trade repositories.

3 Ibid Art 25(h).

% Memorandum of Understanding between ESMA and the Bank of England to set out arrange-
ments for cooperation on the monitoring and supervision of CCPs established in the UK, 23 September
2020, (hereinafter ‘TESMA MoU”).

o1 Ibid Art 5(4).

2 Ibid Art 5(3).

9 E.g., Section 9 of Memorandum of Cooperation between the European Central Bank and the
Financial Services Agency of Japan (2023); Art 9 Memorandum of Understanding between the Euro-
pean Central Bank and the Australian Prudential Regulation Authority (2021).
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take place. This would imply that both parties understand there to be mutual consent
and certain conditions to the inspections a priori. These safeguards are as follows: a
notification requirement, a mandatory exchange of views between the ECB and the
foreign authority, and the right of one party to accompany the inspections team of the
other party. These safeguards should go a long way to uphold the parties’ consent to
the exercise of extraterritorial enforcement jurisdiction.

As our contribution primarily takes an ‘outbound’ perspective, i.e., it focuses on
the power of the ECB to conduct inspections in third States under international law,
we will not address in-depth the EU law intricacies of ‘inbound’ inspections, i.e.,
inspections conducted by third country authorities in ECB participating Member
States on the basis of the respective MoUs. We do note, however, that a key question
of EU law is whether, under EU external relations law, the ECB can consent to third
country inspections on the territory of a Member State, or whether also the consent
of the Member State is to be secured. Given our focus on public international law,
we will not elaborate on this.*

Another thing to note with respect to the MoUs concluded by the ECB is that they
explicitly state that they are not intended to confer any enforceable obligations on the
parties to the agreement. As Article 10 of the MoU with Canada, for instance, states:

1. This Memorandum of Understanding sets forth a statement of intent and does not modify
or supersede any laws, regulations and requirements in force in, or applying to, Canada or the
European Union. Nor does this Memorandum of Understanding create any directly or indi-
rectly enforceable rights or legally binding obligations for the Authorities or any third party.
2. This Memorandum of Understanding is without prejudice to other cooperation arrange-
ments that each Authority might conclude and can be supplemented with more specific
memoranda of understanding between the same Authorities agreed upon for the purpose of
cooperating for the supervision of a specific cross-border establishment.

% Guidance to answer this question can be taken from the EU Court of Justice’s 1971 ERTA judg-
ment, in which the Court held that ‘each time the [EU], with a view to implementing a common policy
envisaged by the Treaty, adopts provisions laying down common rules, whatever form these may take, the
Member States no longer have the right, acting individually or even collectively, to undertake obligations
with third countries which affect those rules’, and that ‘[a]s and when such common rules come into being,
the Community alone is in a position to assume and carry out contractual obligations towards third coun-
tries affecting the whole sphere of application of the Community legal system’. Case 22/70 Commission
v Council (ERTA), ECLI:EU:C:1971:32, paras 17-18. The exact scope of this ERTA doctrine of pre-emp-
tion and implied external powers remains the subject of debate to this very day. It could be argued, given
the fact that the EU (ECB) is given internal powers to conduct sovereign activities in the territory of the
SSM participating Member States, that the EU (ECB) can also allow third countries to carry out the same
activities in the SSM participating Member States without the latter’s additional consent, i.e., it can exer-
cise those powers externally by implication. Given the intrusiveness of third country inspections, and the
rather stringent division of competences between the Union and the Member States, it is far from certain,
whether the ECB can rely on the ERTA doctrine to allow such inspections to go forward without any
Member State consent. See also, M Cremona, C Kilpatrick, J Scott, ‘ERTA and Us: Shifting Constitutional
Equilibria on the Visions of Europe’ (2021) 6 European Papers 567-577.



ECB Banking Supervision and Cross-border On-site Inspections 591

This provision is again fairly typical of MoUs and MoCs concluded by the ECB,
that cover on-site inspections, as they are included in at least all publicly available
agreements at the time of writing.® This is a consequence of the last section of Ar-
ticle 8 of the SSM Regulation, which holds that any agreements concluded between
the ECB and foreign agencies ‘shall not create legal obligations in respect of the
Union and its Member States’, and reflects both the division of competences between
the Union and the Member States, and the limited powers of the ECB. It affects the
legal qualification of MoUs under public international law.% This will be addressed
in the next section (4.2).

4.2. Qualifying the ECB MoUs under public international law

This all raises two central issues under international law, which are the focus of this
section and form the gateway to the subsequent analysis of this contribution. Firstly,
the question is how such agreements should be qualified under international law,
especially given their non-binding nature; and second, whether they indeed express
consent as required for extraterritorial enforcement actions. From these issues flow
a number of specific problems, to be discussed in section 5.

Public international law does not recognize an ‘administrative agreement’, MoU
or MoC as a distinct category of sources.’” However, if such agreements are con-
cluded between State representatives and intended to create binding obligations, ‘ad-
ministrative agreements’ can be classified as treaties under the Vienna Convention
on the Law of Treaties (VCLT) regardless of how they are formally named.®
Whether agencies like the ECB or central banks can represent the State and have a
mandate to conclude binding agreements is ultimately a question for the State itself
to decide, but is certainly not prohibited under international law, and also not un-
common in practice. In other words, in principle administrative agencies can con-
clude agreements that qualify as treaties under the VCLT, and thus create binding
obligations that are governed by public international law.

There are however additional issues with agreements between foreign States or
foreign administrative agencies acting on behalf of the state, and the ECB. The ECB
is not a State agent in the sense of the VCLT as it acts on behalf of the Union, which
is an international organisation under public international law and not a state. While
there exists a Convention governing agreements between States and 10s that mirrors
mutatis mutandis the relevant provisions of the VCLT, this instrument is not in

% E.g.: Section 11 of Memorandum of Cooperation between the European Central Bank and the
Financial Services Agency of Japan (2023); Art 12 Memorandum of Understanding between the Euro-
pean Central Bank and the Australian Prudential Regulation Authority (2021).

% For the remainder of this article, we refer to MoUs and MoCs in general as ‘MoUs’.

67 Art 38(1) of the Statute of the International Court of Justice.

% Art 2 VCLT.
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force.® But even if we were to look at this Convention, or apply the provisions of
the VCLT itself analogously, it becomes clear that the specific inter-agency agree-
ments concluded by the ECB cannot be considered treaties at all. That is primarily
because they are generally not intended to create international obligations, as noted
in the previous section. This appears also to be the case with most agreements con-
cluded by the ECB, which as mentioned, hold that the agreement ‘does not create
any directly or indirectly enforceable rights or legally binding obligations for the
Authorities or any third party’.”” Moreover, as discussed, in some respects, they po-
tentially exceed the agency’s competences under domestic law, meaning they are
unlikely to bind the State.”

In summary, MoUs such as the one cited above have no legal status in interna-
tional law, and are not governed by the provisions of the VCLT, including the rules
on treaty application and interpretation. Nor can breaching these agreements on their
own be considered an internationally wrongful act, under the law of international
responsibility. At best, these MoUs can be considered to aid in the interpretation of
other, primary sources of law. This includes any treaty concluded between the Union
and third States, or any rule of customary law applicable between them.

5. The legal status of MoUs and their consequences

From this somewhat indeterminate legal status of agreements as concluded by the
ECB follow several more specific issues, as outlined further in this section. First and
foremost is the legality of extraterritorial on-site inspections itself. Section 4.1 noted
that the MoUs do not explicitly express State consent to on-site visits, but rather
assume there is such consent and state the conditions under which such visits should
take place. Should the agreement indeed create legal obligations to cooperate with
foreign on-site visits, it could be argued that this creates some sort of ‘tacit’ consent
on the basis that a State cannot agree to conditions and safeguards for on-site visits,
if it does not agree to the visits in the first place. But if an agreement does not create
any obligations at all, the basis for even such ‘tacit’ consent becomes thin.

% Art 7 of the Vienna Convention on the Law of Treaties between States and International Organ-
izations or between International Organizations could be applied in this respect, insofar as it represents
customary international law governing treaty-making involving the ECB, as an international organisa-
tion, on the one hand, and a State on the other. Art 7 provides as follows: ‘1.A person is considered as
representing a State for the purpose of adopting or authenticating the text of a treaty or for the purpose
of expressing the consent of the State to be bound by a treaty if: (a) that person produces appropriate
full powers; or (b) it appears from practice or from other circumstances that it was the intention of the
States and international organizations concerned to consider that person as representing the State for
such purposes without having to produce full powers’.

70 Art 10(1) of MoU ECB-Canada; Section 11(1) of MoC ECB-Japan.

7I'M Chamon, ‘A Constitutional Twilight Zone: EU Decentralized Agencies’ External Relations’
(2019) 56 Common Market Law Review 1514.
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Therefore, while MoUs provide the general framework for practical cooperation
between the ECB and third States, actual consent to extraterritorial on-site visits must
be assessed on a case-by-case basis. In practice, such visits will often be preceded
by extensive communication between the ECB, their third State counterparts and
relevant other State agencies that indicate State consent, but not necessarily. Absent
explicit expressions of consent or agreements between the EU and third States which
the ECB wishes to visit, consent may be inferred from other actions or decisions by
third State authorities, such as allowing ECB personnel to enter the country, and
functionally cooperating with the visit in line with the MoU. This would preclude
the unlawfulness of the visit in general, from a public international law perspective.
Whether the consent then covers all aspects of the visit is however uncertain; that
should also be derived from the same State actions signalling implicit consent. These
may or may not relate to any of the terms of the MoU on which ECB personnel relies.

Moreover, it is a rather fickle basis for the ECB’s work as consent could be easily
revoked. As also indicated by Article 1(3) of the aforementioned EU-Canada agree-
ment,”? again common to most MoUs studied: cooperation (including on-site) visits
can be withdrawn or limited for a wide variety of reasons, including ‘national laws,
regulations and requirements’. This would be impossible had there been a legal basis
in international law, as national law cannot be invoked as a defence against violating
an international agreement.” Similarly, lack of a treaty basis for this inspection
means there can be no reliance on good faith or any established rule of treaty inter-
pretation, in case of disagreement on the scope of the planned visit.

The issue of competence on behalf of the parties to the agreement has been raised
above.” Per Article 46 VCLT, treaties concluded in excess of the authority of the
State agents involved can still bind the State, unless it was ‘objectively evident’ to
any State acting in good faith that the entity was not empowered under internal law
to conclude the agreement. This can for example be an issue when a State has mul-
tiple regulatory agencies whose competences overlap or compete.” This presump-

72 Stating that ‘The Authorities recognise that cooperation under this Memorandum of Understand-
ing may be denied on the grounds of laws, regulations and requirements, or public interest, as well as
where it would interfere with an ongoing investigation or jeopardise the proper performance of the tasks
of the Authorities’, Art 1(3) MoU ECB-Canada.

73 Art 27 VCLT.

74 A Ott, ‘The EU Commission’s Administrative Agreements: “Delegated Treaty-making” in be-
tween Delegated and Implementing Rule-making’ in E Tauschinsky and W WeiB (eds), The Legislative
Choice Between Delegated and Implementing Acts in EU Law: Walking a Labyrinth (Edward Elgar
2018) 211 and D Bodansky, PJ Spiro, ‘Executive Agreements Plus’ (2016) 49 Vanderbilt Journal of
Transnational Law 885-930 on US practice in this regard.

75 Note that the ECB sometimes concludes different agreements with supervisory authorities from
one single State. See notably the different MoUs between the ECB and US supervisors, namely the
New York State Department of Financial Services (concluded 3 September 2021) as well as the US
Securities and Exchange Commission (concluded 16 August 2021).
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tion is however not applicable to MoUs concluded by the ECB, so if a foreign su-
pervisory authority exceeds its competence under national law when assisting the
ECB, ECB inspections can easily be curtailed by other authorities.

Similarly, disputes regarding the scope and content of the MoU should be re-
solved by negotiations between the parties;”® but absent any external governing
framework, there is neither an obligation for other party to comply with the agree-
ment in good faith, nor any principles of interpretation that would help interpret the
agreement.”’ Regular methods of interpretation of international law would mean that
parties look at the plain meaning, legal context and subsequent practice,” and cru-
cially that internal law cannot be invoked as a defence against non-compliance.’ But
as these are not necessarily applicable to non-binding agreements like the MoUs,
there can be significant legal uncertainty regarding how they should then be inter-
preted. Should negotiations fail to achieve a mutually satisfactory result, there is also
no recourse to a dispute settlement body to resolve the disagreements.

The mirror image of these issues concerns the agreements’ reciprocity, also high-
lighted in section 4. The MoUs studied commit to allowing foreign supervisory au-
thorities to conduct on-site visits in the EU, with ECB cooperation. In spite of the
ERTA pre-emption doctrine,*® cooperation can hardly be guaranteed: since the MoUs
are not binding, if a Member State disagrees with a planned inspection, the ECB has
little to no authority to induce compliance with the MoU.

The upshot of these issues is that the current practice of concluding non-binding
MoUs has significant potential for friction between the ECB and its partner agencies
in third States, other agents of that State, and/or the State itself issuing formal pro-
tests, and even EU participating Member States. It should be noted here that the au-
thors have thus far not found any case of these risks actually manifesting; as empha-
sised by the agreements themselves, on-site inspections are always preceded by no-
tifications, negotiations and extensive exchange of information. This diplomatic and
practical approach means that in practice, on-site visits in third States do not generate
significant controversy yet. That said, should irreconcilable differences arise be-
tween the ECB, its inspectors and third States, the agreements themselves offer little
(legal) protection. Even if the visits themselves are handled properly and diplomati-
cally, ECB inspectors can potentially be targeted by unscrupulous actors wishing to
make a political point — for example, regarding the lack of reciprocity in practice of
these agreements. This can especially be a risk if a new government comes into

76 Art 3 VCLT and, by analogy, Part I VCLT on the conclusion of treaties.

77 Council Regulation (EU) 1024/2013 of 15 October 2013 conferring specific tasks on the Euro-
pean Central Bank concerning policies relating to the prudential supervision of credit institutions, Art
8. See also M Lehmann, ‘Extraterritoriality in Financial Law’ in C Ryngaert, A Parrish, Research
Handbook on Extraterritoriality in International Law (Edward Elgar 2023).

78 Art 31 VCLT. We could apply the VCLT by analogy here, insofar as the relevant agreements
may not be meant to have binding legal effects.

7 Art 27 VCLT.

80 M Chamon (n 71).
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power that is less amenable to cooperating with the EU and its institutions; whereas
any treaties concluded by previous governments would remain applicable, this is not
true for non-binding agreements like MoUs, even if the partner agency and its per-
sonnel have not changed. It should also be reiterated here that without proper State
consent, extraterritorial on-site inspections constitute an internationally wrongful
act. Translated into domestic law and practice, this may expose ECB personnel to
arrest, detention or other penalties in third States, without the agreement offering any
basis for diplomatic protection or other international recourse. As mentioned, these
non-binding agreements do not create obligations under primary sources of interna-
tional law, breach of which can amount to internationally wrongful acts. It may also
lead to diplomatic tensions between the EU and third States, eroding rather than
strengthening international banking supervision as intended by the SSM framework.

All this can be contrasted against the MoU concluded between ESMA and Bank of
England, mentioned in section 4.1. The legal arrangement upon which this MoU rests
differs from that underpinning the previously discussed ECB MoUs, not just from a EU
law perspective but also from a public international law perspective. Contrasting the
two in fact illustrates the legal twilight zone in which the ECB MoUs exist very well.
First, the ESMA-Bank of England MoU is predicated on the European Commission
designating the UK framework regulating CCPs as equivalent to the EU framework.®'
CCPs established in an equivalent country can then apply for recognition from ESMA,
which once given means they can be used by EU-based parties (and non-EU parties
already subject to EMIR) to clear derivatives obligations.® The equivalence decision is
what triggers an obligation for ESMA to negotiate an MoU with its regulatory counter-
part in that particular state,®® as it did with the Bank of England. The MoU is expected
to establish cooperation arrangements to monitor compliance of CCPs, including the
aforementioned on-site visits.** It should also ensure continuing equivalence between
the EMIR and the third country’s legal and supervisory framework, by requiring ESMA
to monitor regulatory and supervisory developments in the third country.

The difference with the MoUs concluded between the ECB and its foreign coun-
terparts is apparent. Whereas under the SSMR, the ECB has the competence to con-
clude MoUs, ESMA has an obligation pursuant to the Commission’s equivalence
decision.® This does not so much change the qualification of the MoU itself under
international law, which in this case is still not a treaty for the same reasons the ECB

81 ESMA MoU (n 60) 2 (preamble), referring to Commission Implementing Decision (EU)
2025/215 of 30 January 2025 determining, for a limited period of time, that the regulatory framework
applicable to central counterparties in the United Kingdom of Great Britain and Northern Ireland is
equivalent, in accordance with Regulation (EU) No 648/2012 of the European Parliament and of the
Council.

82 Art 25(6) EMIR.

8 Ibid Art 25(7)-(7b).

84 Tbid Art 25(6b).

8 ESMA MoU (n 60) 2-3.
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MoUs are not treaties. Rather, it points to the relevant exercise of authority on behalf
of the Union, which is done by the Commission, not ESMA.% Moreover, it reduces
the chance of lack of clarity regarding the scope of ESMA’s mandate when negoti-
ating the MoU. This creates a much stronger argument for the existence of implicit
consent between the EU and third states as to the subject of inspections; first, because
the Commission can be expected by third states to have the mandate to speak on
behalf of the Union. Second, because ESMA is explicitly required in the EMIR (and
by the Commission) to conclude MoUs that also include monitoring and compliance
mechanisms, it is much clearer for third states what they are consenting to.

This means the position of ESMA is different from that of the ECB when it
comes to negotiating MoUs, as it can point to its relative lack of discretionary power,
as well as to the much clearer mandate given by the Commission through the EMIR.
It should be noted that the decision to revoke equivalence status is also done by the
Commission, thus leaving a much clearer division of authority: the Commission cre-
ates the legal grounds for ESMA to exercise its supervisory authority, to which for-
eign states and/or their representative agencies can consent. ESMA is primarily
tasked with negotiating sow this authority gets exercised, and how the collaboration
with third state supervisory agencies is shaped — within the boundaries of the EMIR
and the task given to it by the Commission. Similarly, the agreement is clear that
continued performance of the agreement is subject to the continuing approval and
consent of the respective (national) authorities.®’

This also translates into how the MoU is phrased. While it does not differ so much
in its substance from the previously cited ECB MoUs, it is much clearer in comparison
as to its language. For one, the preliminary paragraphs set out the division of compe-
tence between the Parliament, Commission and ESMA, how ESMA operates pursuant
to Commission mandate and expectations, and the place of the MoU therein.® It also
more explicitly outlines the limits of ESMA authority and competence. One notable
aspect of this concerns the reciprocity of the agreement. Like the ECB MoUs, the
agreement between the ESMA and Bank of England are expected to be reciprocal.
Unlike the ECB MoUs however, it explicitly notes that ESMA cannot speak on behalf
of other authorities within the Union. Rather, it references an expectation that other
Union agencies (including national supervision agencies) may want to engage in sim-
ilar reciprocal arrangements.®® Lastly for the purposes of this contribution, the agree-
ment is more explicit about how on-site visits are conducted. As mentioned, ESMA

8 The MoU is also explicitly not intended to create binding obligations, as pointed out in Art 2(4).

87 Ibid see i.e. Arts 2(3) and 2(8).

88 ESMA MoU (n 60) 2-3, especially in the phrase ‘This MoU covers the expectations of the Com-
mission expressed in Recitals 14,15,16 and 17 of Decision (EU) 2025/215 related to exchange of infor-
mation and cooperation’.

8 Tbid Art 3, ‘This MoU is an arrangement between the Bank and ESMA and not a collective
arrangement with other European Union authorities. As such, it will not impact any arrangements which
may be agreed directly between other European Union authorities and the Bank. However, the Bank
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can only conduct on-site inspections for Tier 2 CCPs, relying on the supervision of the
Bank of England for Tier 1 CCPs only. The conditions and procedure of such visits
are outlined in much more detail, especially when such visits are done outside of the
Bank of England’s own supervisory reviews.

While these more specific provisions still do not create binding obligations, they
do matter for how this agreement can function under international law. As men-
tioned, the MoU is backed by a Commission decision that gives a more robust basis
for consent between States, at least on behalf of the Union. The content of the agree-
ment then helps to demonstrate what the foreign State (in casu the United Kingdom)
is consenting to, and what the scope of its consent is. This is further solidified by the
requirement of prior notification, and the elaborate conditions under which such no-
tification needs to be given and to whom. This specificity not only lessens the chance
of misunderstandings, but also gives ESMA inspectors a stronger legal basis in case
of disputes over whether there was an international legal basis for actions taken pur-
suant to the visit. Similarly, there can be little misunderstanding about the extent of
reciprocity, and thus no complaints in hindsight that ESMA could not consent to
reciprocal visits on behalf of the Member States.

6. Extraterritorial on-site visits without State consent

In section 4, it has been discussed that, in principle, the international legal basis for
the ECB to carry out extraterritorial inspections ought to be an international agree-
ment, as such an agreement expresses the consent of the host State. We have also
concluded that the MoUs currently concluded by the ECB with third State supervi-
sory authorities may not be a sufficient legal basis in that regard. We have pointed
out that consent may nevertheless be inferred (ad hoc) from other actions or deci-
sions by third State authorities. The question may also arise whether, in the absence
of clear third-country consent, the ECB can directly seek the consent of the third-
country bank that is to be inspected, thereby bypassing the third State itself. In prin-
ciple, the answer to this question is negative.”' The international law of enforcement
jurisdiction is inter-State in nature, and is aimed at safeguarding States’ sovereign

enters this arrangement with an expectation that other European Union national authorities with respon-
sibility for regulation and supervision of CCPs that wish to gain recognition in the UK will sign recip-
rocal versions of this MoU, as well as any supplementary arrangements as appropriate’.

% Ibid Arts 3 and 5.

% See in respect of extraterritorial inspections by data protection authorities: M Czerniawski, DJB
Svantesson, ‘Challenges to the Extraterritorial Enforcement of Data Privacy Law - EU Case Study’ in
M Brinnen, CM Sjéberg, D Térngren, D Westman, S Oman (eds), ‘Dataskyddet 50 &r — Historia, ak-
tuella problem och framtid’ (2023), p. 127-153 (‘Challenges to the extraterritorial enforcement of data
privacy law — EU case study’), p. 142 (doubting ‘whether European data protection authorities are even
allowed to send agents abroad to third countries, even with the consent of the controllers/processors
established in those countries’).
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regulatory spheres. Accordingly, private entities cannot waive a sovereign right that
accrues to the State, by entering into contractual arrangements with the ECB."? At
most, one can countenance the legality of a notification of the territorial State by the
inspecting State, inviting the former to accept or object to the inspection within a
reasonable time; in case the territorial State does not respond on time, it could be
argued that it has implicitly consented to the extraterritorial inspection.

Another issue is whether the ECB can, in the absence of an international agree-
ment, ground the legality of its extraterritorial inspections on the failure of the third
State to enter into an agreement. Again, the answer is likely to be negative. Given
the principle of voluntarism underlying the international legal system,* third States
are not required to enter into treaty relations. Also, exercising their exclusive en-
forcement jurisdiction, they have the sovereign right under international law to re-
fuse consent to extraterritorial inspections. Accordingly, a failure to consent does
not, as such, constitute an internationally wrongful act.

This also implies that the ECB cannot resort to the doctrine of countermeasures
to justify its non-consent-based extraterritorial inspections. This doctrine authorises
an injured State or international organisation to take countermeasures against a State
which is responsible for a prior internationally wrongful act.”* Admittedly, it could
be argued that third States, by tolerating on their territory banks whose activities
cause harm in SSM participating Member States, violate due diligence obligations
under international law, which would in turn trigger the right of the injured organi-
sation, in casu the ECB, to take countermeasures against the third State, e.g., by
carrying out extraterritorial inspections in violation of the prohibition of enforcement
jurisdiction. This argument can take its cue from the dictum of the International
Court of Justice in 1949 Corfu Channel case, in which the Court referred to ‘every
State’s obligation not to allow knowingly its territory to be used for acts contrary to
the rights of other States’.”” It is contested, however, whether this dictum grounds
general due diligence obligations of States.”® And even if one were to agree that it

%2 1t has been reported that national data protection authorities of some EU countries have con-
ducted on-site audits of data processing facilities and equipment in third (non-EU) countries on the
basis of a contractual clause, but apparently the concomitant consent of the authorities of these countries
had also been obtained. See A Azzi, ‘The Challenges Faced by the Extraterritorial Scope of the General
Data Protection Regulation’ (2018) JIPITEC 126, 134.

93 See for a discussion: SA Yeini, ‘Whose International Law Is It Anyway? The Battle over the
Gatekeepers of Voluntarism’ (2024) 45 Michigan Journal of International Law 1.

% Art 49(1) ARSIWA.

9 Corfu Channel case (United Kingdom of Great Britain and Northern Ireland v Albania) (Judge-
ment) (ICJ, 9 April 1949), p. 22.

% J Kenny, ‘A General Obligation of Due Diligence in International Law?’ (10 May 2024)
EJIL:Talk! (‘Even if the obligation referred to in Corfu Channel is understood to constitute a general
obligation that is universally applicable to all types of activities, its language does not refer to a duty to
prevent territory being used for activity which harms the rights of other States, only an ‘obligation not
to knowing allow its territory to be used for acts contrary to the rights of other States’).
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does, it may be questioned whether violations of such obligations can trigger coun-
termeasures, in light of the restrictive conditions governing such measures. In par-
ticular, countermeasures can only be taken in order to induce the State to comply
with its obligations; in addition, they should be temporary and reversible.”” Carrying
out inspections as a countermeasure arguably does not meet these requirements, as
they may not be aimed at bringing pressure to bear on the third State, and may lead
to the ECB obtaining evidence with permanent and irreversible (financial-economic)
effects. Also from a practical perspective, one has difficulties imagining how ECB
inspectors could, in the absence of any third State cooperation, have unimpeded ac-
cess to the third State’s territory (‘sovereignty of the state threshold’) and access to
the premises of the inspected entity (‘premise threshold’).”®

7. Means of obtaining information short of inspections

In case the ECB is barred from conducting inspections of the premises of third-country
operators, e.g., because the third State withholds consent, the ECB may have other
means at its disposal to obtain relevant information in the possession or under the con-
trol of third-country banks. In particular, the ECB could request the third State to pro-
vide information on these banks, on the basis of a prior international agreement (even
if not legally binding),” or ad hoc. If such information is not forthcoming, the ECB,
using its investigatory and sanctioning powers, could possibly direct an order to the
third-country bank, or a related entity in the EU (e.g., the parent company based in the
euro area) to produce information, under threat of a periodic penalty payment.'® There
is no evidence that the ECB has already used these powers, arguably because banks
normally provide the requested information, but it is not excluded that, one day, the
ECB may direct such ‘production orders’ at non-cooperating banks.

The international lawfulness of production orders has not fully crystallised yet.
In one notable case, the Dutch Trade and Industry Appeals Tribunal, the highest tribu-
nal for economic public law in the Netherlands, ruled in 2018 that the Dutch Central
Bank (DNB) is allowed to order a foreign financial institution to produce information,
under threat of a penalty payment, insofar as such institution carries out activities on

101

97 Art 49 ARSIWA.

%8 These practical concerns, coupled with sovereignty concerns, may also explain why in the final
EMIR Regulation 2.2 (n 58), the Council was not followed in its suggestion to remove the requirement
for third country consent to extraterritorial inspections. See for a reconstruction Freshfields Bruckhaus
Deringer, ‘EMIR 2.2: Third country CCPs’, briefing September 2018.

9 International agreements between the ECB and third States typically provided for information
exchange. E.g.: Section 5 ECB-Japan MoC, Art 4 ECB-Canada MoU.

100 See Art 132(3) TFEU (‘[T]he European Central Bank shall be entitled to impose fines or peri-
odic penalty payments on undertakings for failure to comply with obligations under its regulations
and decisions’). See for administrative penalties imposed by the ECB also Art 18 SSMR.

101 Obviously, a mere request for information is not problematic, to the extent that no adverse
effects are attached to non-compliance with the request.
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the Dutch financial market.'?* Unlike the lower court,'” the Appeals Tribunal found
that a DNB production order and penalty payment do not create effects outside the
Dutch legal order, and hence do not violate the sovereignty of a third State.'** Accord-
ing to the Tribunal, DNB exercises its supervisory powers in the Netherlands, not ex-
traterritorially.'* This approach is not universally shared, however. For instance, in a
2023 decision, the United Kingdom Competition Appeal Tribunal and High Court of
Justice ruled that the UK Competition & Markets Authority does not have the legal
power to order German companies to provide information relating to an ongoing in-
vestigation.'” It bears notice that this decision was based on the presumption against
extraterritoriality, a canon of statutory construction, rather than on international law
proper.'?” Still, it indicates that some courts may consider orders for the production of
information held abroad to be in violation of the territoriality principle.'*
Accordingly, for the ECB to order a foreign bank to produce documents under
threat of penalty payment is legally risky, in light of the territorial limitations of en-
forcement jurisdiction. The ECB could try to circumvent these limitations, however,
by directing its orders to a euro area-based business partner, parent company, subsidi-
ary, or branch of the foreign bank. These persons are subject to the full territorial ju-
risdiction of the ECB. Such ‘indirect’ enforcement is in fact part of a larger trend. In
the field of law-enforcement in cyberspace, for instance, US and EU legislation allows
States to order locally present operators to produce evidence located in a third State —
without third State consent being needed per se.'” Similarly, in civil litigation States,
notably the US, have allowed courts to order litigants over whom the US has personal
jurisdiction, to produce documents held abroad (‘discovery’).''’ Importantly, in a case

102 College van Beroep voor het Bedrijfsleven, DNB v Multi Track Exchange, N.V., Paramaribo
(Suriname), ECLI:NL:CBB:2018:2.

103 District Court of Rotterdam, Multi Track Exchange, N.V., Paramaribo (Suriname) v DNB,
ECLLNL:RBROT:2016:109, which had ruled that the DNB production order violated the principle of
territoriality.

104 Tbid para 5.2.

105 Thid.

196 Bayerische Motoren Werke AG, Volkswagen Aktiengesellschaft v Competition & Markets Au-
thority CAT 7 (Competition Appeal Tribunal and High Court of Justice, 8 February 2023).

107 Tbid 28-36.

108 See also some literature, e.g., in Dutch (criticizing DNB’s production orders): R Klein and RE
Tak, ‘Rechtsmacht over de grens of rechtsmacht begrensd?’ (2017) 15 Grensoverschrijdend Bestuurs-
recht, Jonge VAR-reeks 37.

109 See notably Regulation (EU) 2023/1543 on European Production Orders and European Preser-
vation Orders for electronic evidence in criminal proceedings and for the execution of custodial sen-
tences following criminal proceedings ; The Clarifying Lawful Overseas Use of Data Actor US
CLOUD Act (H.R. 4943). Such production orders are subject to limitations, however, inter alia to safe-
guard the rights of the third country.

110 Q1 Strong, ‘Jurisdictional Discovery in Transnational Litigation: Extraterritorial Effects of
United States Federal Practice’ (2011) 7 Journal of Private International Law 1-31.
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pertaining to the European Commission’s investigations into foreign subsidies dis-
torting the internal market, the President of the General Court of the EU held in August
2024 that the Commission is legally allowed to order local employees of a Polish and
a Dutch company controlled from a third State to hand over digital evidence stored on
anon-EU server belonging to the corporate group.''' Also the upcoming EU Corporate
Sustainability Due Diligence Directive (CSDDD) allows for indirect enforcement ju-
risdiction.''? The Directive obliges companies within its scope to adopt human rights
policies, conduct risk assessments regarding human rights, labour rights, environmen-
tal and climate risks in their operations, take measures to prevent or mitigate risks, or
to cease or mitigate ongoing impacts, track outcomes and communicate results. The
Directive targets parent companies or lead firms, but the intended effect is lower in
supply chains where the most salient risks occur — outside Europe. The Directive is
backed by administrative enforcement'" and civil liability.''* The available enforce-
ment measures can only directly affect EU-domiciled companies (or certain companies
entering the EU market directly) but could have the indirect effect of forcing foreign
subsidiaries or business partners. Their parent companies or contract partners can lev-
erage their own stake or level of control to force their business partners to release cer-
tain information or change their way of operating, in conformity with EU standards, to
make sure the EU-based company is not exposed to liability. This form of transnational
private enforcement then effectively functions as an extended arm of EU-based public
agents.

These examples show that States and the EU may be willing to order entities over
whom they have personal jurisdiction to produce information held in third countries.
Arguably, such enforcement measures eliminate the adverse effects of international
non-cooperation,''* and contribute to the effectiveness of the law.''® Because this prac-
tice is relatively new, there have not been explicit State protest yet against such
measures. This may be explained by the fact that, formally speaking, the relevant

"I Order of the President of the General Court, Case T-284/24 R Nuctech Warsaw Company Limited
sp. z 0.0., Nuctech Netherlands BV v Commission, ECLI:EU:T:2024:564 para 86 (‘As regards, more pre-
cisely, access to data which pass through mailboxes used by employees of [Polish and Dutch] companies
controlled from third States in carrying out their business-related tasks within the European Union, it must
also be noted that the proper conduct of Commission investigations could be compromised if those com-
panies could evade requests for information by deciding to store their data outside the European Union’).

112 For the final negotiated text, see Directive 2024/1760 of the European Parliament and of the
Council of 13 June 2024 on corporate sustainability due diligence and amending Directive (EU)
2019/1937 and Regulation (EU) 2023/2859 eur-lex.europa.eu. Note that the CSDDD does not envisage
foreign site visits and the context is thus different. See also Recital 74 of Preamble CSDDD.

113 Arts 24 and 25 CSDDD.

14 Ibid Art 29.

5 Compare Saskia Nuijten, ‘Notenkraker bij Rb. Rotterdam 1 juni 2017
(ECLI:INL:RBROT:2017:4116) (territorialiteitsbeginsel in het toezicht)’, Tijdschrift voor Toezicht
(2017), nr. 1-2, highlighting that unilateral production orders will make international supervisory co-
operation redundant.

116 Compare WW Geursen, Mapping the Territorial Scope of EU Law (Eleven, 2024) 287.
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measures are not directed at the foreign State or foreign regulatory agency. Indeed, for
the ECB, the final objective of requesting or ordering information is not to decide
whether to take measure against a third country entity but against the supervised SSM
entity in the euro area (i.e. the parent or outsourcing bank). Nevertheless, an interme-
diate objective is to force the entity in the third country to provide the information.
Coercive effects can be felt in the territory of that State, and can undermine the author-
ity of the local agency. In addition, these measures may be seen to circumvent coop-
eration agreements, insofar as the latter do not explicitly allow this type of enforce-
ment. Even if the measures are separate from the agreement, they work to undermine
its purpose and render local enforcement powers less relevant. This explains why not
all States support a liberal approach to indirect enforcement jurisdiction.''” Non-sup-
portive third States may then forcefully reassert their sovereignty in the face of foreign
enforcement orders considered as extraterritorial in nature. They could refuse to abide
by the terms of an existing cooperation agreement. Also, they could adopt blocking
legislation to limit the extraterritorial effects of foreign orders. Such legislation may
put the objects of inspection in a bind, catching them between the ‘extraterritorial’
obligation to produce documentation, and the territorial prohibition of disclosing doc-
umentation to foreign States or agencies.

8. Understanding the power differential between the ECB and third States

In this final section, we reflect on our findings regarding the formal legal basis for
on-site inspections and other enforcement measures, and draw attention to the fact
that the conclusion of cooperation agreements and the exercise of enforcement juris-
diction do not take place in a political-economic vacuum. Scholars of international
law have highlighted that international agreements tend to be skewed in favour of
more powerful parties, and that especially powerful States exercise extraterritorial
jurisdiction, in ways that further their political and economic interests, to the detri-
ment of weaker palrties.118 The ECB may want to keep this in mind when engaging
in enforcement cooperation, whether through negotiating agreements on extraterri-
torial inspections, or when otherwise exercising types of (indirect) enforcement ju-
risdiction.

7 For an (early) discussion of extraterritorial discovery: DJ Gerber, ‘Extraterritorial Discovery
and the Conflict of Procedural Systems: Germany and the United States’ (1986) 34 American Journal
of Comparative Law 745. For a recent discussion of cyberspace enforcement: C Ryngaert,
‘Extraterritorial Enforcement Jurisdiction in Cyberspace: Normative Shifts’ (2023) 24 German Law
Journal 537-550.

118 B Tkejiaku, ‘International Law is Western Made Global Law: The Perception of Third-World
Category’ (2014) 6 African Journal of Legal Studies 337-356; N Krisch, ‘Jurisdiction Unbound:
(Extra)territorial Regulation as Global Governance’ (2022) 33 European Journal of International Law
481-514; BS Chimni, ‘The International Law of Jurisdiction: a TWAIL Perspective’ (17 November
2021) 35 Leiden Journal of International Law 29-54.
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The platonic ideal of enforcement cooperation is that States share a common goal
and agree on facilitating enforcement actions in pursuance of that common goal. In
reality, they are often a product of politically charged negotiations and compromises,
to align different parallel and sometimes competing interests. These interests may
relate to the Union's single market and economic opportunities for financial service
providers in third States. Moreover, the increased integration of global financial mar-
kets means it is increasingly difficult to operate without somehow having to deal
with the SSM, or impacting the European banking system in other ways. That may
expose third State actors to potential sanctions by the ECB in case of non-compli-
ance, and provides another incentive to ‘play ball’.

Holding the key to the European financial market is a powerful tool that the Un-
ion has, and that it can use to impose its view of banking supervision, its rules and
underlying values, and secure relevant concessions by third States. We can witness
similar dynamics in other areas where foreign on-site visits are common. For in-
stance, the aforementioned FDA visits to foreign production facilities are possible
because the US market for food and especially drugs is exceptionally lucrative and
primarily serviced by non-US suppliers — mostly from India and China. Similarly,
the EU has relied on its market power to impose obligations regarding air travel,
minerals and other raw materials, corporate human rights and sustainability impacts,
and of course data protection.'"” The ECB’s competence to conclude agreements
with (bodies similar to) national competent authorities in third States under the SSM
has to be seen in this light was well. Nominally, the relevant obligations are imposed
through a territorial connection (the presence of certain goods, establishment of a
branch or subsidiary, et cetera) and only apply to actors voluntarily entering the EU
market. In practice, foreign providers of goods and services have little choice but to
submit to the EU’s regimes if they want to benefit from the single market. Moreover,
the Union is not passive in this regard: integration into various regulatory regimes is
often raised when the EU negotiates any form of economic or geopolitical coopera-
tion; while also nominally consensual, this is another way in which the EU projects
its power and interests externally.

The net effect is that while the formal basis for the EU’s imposition is both ter-
ritorial and consensual, it can in practice be perceived as unilateral imposition of EU
standards on foreign states by virtue of economic power.'** While strictly speaking
not an exercise of extraterritorial jurisdiction per se, or an infringement of foreign
sovereignty, it is not hard to see how it can be perceived that way by whomever it
affects — individuals, businesses and their home States. The standards applied by the
Union moreover reflect the EU’s own interests as much as they reflect international

119 Qee at length: A Bradford, The Brussels Effect. How the European Union Rules the World
(Oxford University Press 2020).

120 See generally J Scott, ‘Extraterritoriality and Territorial Extension in EU Law’ (2014) 62 Amer-
ican Journal of Comparative Law 87-126.
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community interests, and the two can be hard to separate. This approach has conse-
quently been controversial, and some measures have been squarely opposed by other
States.'*! Some have led to blocking measures and international complaints, prompt-
ing retraction of certain measures.'*

While the ECB’s supervision powers have not been subject to as much controversy
yet, this context is an important one to keep in mind when exploring the limits of co-
operation agreements and extraterritorial sanctions orders. As to cooperation agree-
ments, while formally speaking, the ECB and States are free to decide on their content,
the ECB may well turn out to be the more powerful party depending on which authority
the agreement is concluded with, and may have a stronger voice in setting the terms of
the agreement. Here we should recall the discussion on reciprocity: while the agree-
ments may provide for reciprocal rights to obtain information and conduct on-site vis-
its, the division of competences within the Union and the non-binding character of
MoUs could practically exclude the other party from exercising its rights with respect
to the ECB’s jurisdiction. Indeed, no visits from third State supervisory agencies to
EU Member States have taken place as of yet. This may create the perception that these
MoUs, and the broader practice of transnational supervision is yet another part of the
EU’s asymmetrical projection of regulatory power, not a fully mutual agreement be-
tween equals — and a potential encroachment on third State sovereignty. As a point of
comparison, a study on EU extraterritorial inspections regarding food safety, climate
change, and port state control has warned that, by exerting pressure on third States, the
EU may artificially generate third State consent to conduct inspections worldwide,
thereby interfering in the internal affairs of third States.'?

In terms of legal consequences, at the extreme end, agreements concluded under
duress would be null and void. However, appeals to duress in international law are
rare and seldom accepted, especially outside threats of use of force, and are thus very
unlikely to be relevant to the context of ECB site visits. More likely is that third
States may more quickly assert their sovereignty and limit the scope and content of
inspections if the agreement itself is perceived not to be in the interest of the territo-
rial State.'**

121 See for example case C-366/10 Air Transport Association of America and Others (n 40), pro-
testing the original iteration of Directive 2008/101, and KE Ciolino, ‘Up in the Air: The Conflict Sur-
rounding the European Union's Aviation Directive and the Implications of a Judicial Resolution’ (2013)
38 Brooklyn Journal of International Law 1151-1190.

122 And vice versa, as the EU has adopted its own blocking statute in Council Regulation 2271/96
of 22 November 1996 protecting against the effects of the extra-territorial application of legislation
adopted by a third country, and actions based thereon or resulting therefrom.

123 K Meyer and K Reiling, ‘Extraterritoriale Inspektionen der EU. Zu Funktion,
Erscheinungsformen und vdlkerrechtlicher Problematik eines Instruments des internationalen
Verwaltungsrechts’ (2017) Archiv des Volkerrechts, Bd. 55, 414-443.

1241t is of note that some agreements explicitly mention “respect for each other’s sovereignty and
laws” when conducting on-site visits. See Art 9(2) MoC ECB-Japan (‘Before conducting an on-site
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Finally, attention should not only be drawn to the possible impact of extraterri-
torial inspections on third States, sovereignty, but also on individual rights. Extra-
territorial inspections may apply foreign, unfamiliar law to individuals and corpora-
tions. In addition, the latter may lack judicial protection vis-a-vis foreign inspec-
tors.'* Current agreements mainly govern inter-agency cooperation, outlining rights
and obligations of the respective authorities. Next generation agreements could pos-
sibly pay more attention to individual rights, e.g., by outlining remedies for harm
ensuing from wrongful inspections.'* In the meantime, in the interest of legal cer-
tainty, any existing agreements should be brought to the attention of the potential
foreign addressees of inspections, if this has not yet been done. Similar observations
apply in respect of indirect enforcement measures short of inspections, in particular
orders to produce documents or information backed up penalty payments. Foreign
operators may have no choice but to comply with such orders, and may not be in
position to easily access equally lucrative non-ECB-supervised financial markets.
This puts the ECB in a particularly powerful position, and it may want to use its
enforcement powers sparingly.

9. Concluding observations

This contribution has sought to square the ECB’s powers to carry out on-site visits
in relation to foreign subsidiaries of SSM banks or third-country providers to which
SSM banks have outsourced functions and activities, with the prohibition of extra-
territorial enforcement jurisdiction in international law. We have argued that the ex-
ercise of such jurisdiction by the ECB is unlawful in case it is done unilaterally, i.e.,
without obtaining the consent of the third State. Third State consent could be secured,
however, via an international agreement. We have highlighted that the ECB has con-
cluded a number of such agreements with third-country supervisory authorities,
which provide for the reciprocal right to conduct extraterritorial inspections of prem-
ises in the parties’ respective jurisdictions. While the exact legal status of such agree-
ments may not be fully clear, they evidence the ECB’s and the third State’s qualified
consent to extraterritorial inspections. We have also inquired whether, short of in-
spections, the ECB could direct an order to a third-country bank or a related EU bank
to produce such information under threat of a period penalty payment. We submit
that an argument could be made that such orders are territorial in nature and thus that

visit, the Authorities will communicate those plans with each other and reach a common recognition of
the terms regarding the on-site visit with full respect to each other’s sovereignty and laws”).

125 K Meyer and K Reiling (n 123) 432-433.

126 In the banking sector, arguably, entities may be sufficiently aware of the applicable law
governing their transnational activities. Agreements apply to ‘laws, regulations and requirements’,
understood as ‘the provisions of the laws, or the regulations and requirements promulgated thereunder,
of the European Union and of [the third State], in conjunction with national laws transposing directives
or exercising options granted to Member States of the European Union as the case may be, in relation
to the prudential supervision of the supervised entities’. See ‘Definitions” MoC ECB-Japan.
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they are presumptively valid. Nevertheless, we warn that they may bypass the con-
sent of the third State and thus raise international law concerns. Finally, we have
observed that the ECB exercises its extraterritorial enforcement jurisdiction against
a backdrop of global power imbalances. Even if international agreements provide for
reciprocal rights and obligations, actual enforcement practices may still be skewed
in favour of the ECB, to the detriment of the interests of the third State or the rights
of third-country banks.

Going forward, we suggest that future, more empirically-oriented research as-
certain how agreement-based extraterritorial on-site inspections of cross-border es-
tablishments by the ECB and their third-country counterparts unfold in practice.
Such research may address mutual assistance offered by the parties, the purposes and
scope of inspections, the depth of the exchange of views between the parties after
inspection, and the actors actually conducting the inspections (the parties them-
selves, or an independent third party).
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